
Willy Wonka’s Everlasting Gobstopper as a Never-ending Trade Secret: 
The Importance of Cultivating an Effective Trade Secret Protection Program  

By Meeting a Client’s Specific Needs 
 
 

Introduction 

 The trade secret owner’s obligation to take reasonable measures under the circumstances 

to protect trade secret information is a crucial element of trade secret law.1  Because the law is 

limited in its remedies2 and is at times inconsistent,3 the threat of potential legal action is often 

not enough of a theft deterrent,4 and litigation is costly and time-consuming,5 care needs to be 

taken to ensure that the trade secret protection program designed for a client actually works when 

implemented.6  Therefore, when evaluating a client’s business operations in the context of 

protecting its valuable trade secrets, it is important to keep in mind that a trade secret protection 

program is more than a boilerplate application of reasonable security precautions.  A trade secret 

protection program must be specifically customized to the individual business and security needs 

of each client, since what is appropriate for one client may not be for another.7  Furthermore, 

although referring to case law is useful for understanding what a court would find a “reasonable” 

security measure, if such measures cannot realistically, much less beneficially, be applied to a 

client’s particular situation, it likely will not adequately protect the client’s trade secrets.8 

 If Roald Dahl’s character Willy Wonka were a client, Wonka’s imaginative inventions 

and zany methods of manufacturing dreamed up by the author in Charlie and the Chocolate 

Factory9 would be the epitome of unique trade secrets.  The eccentric, over-the-top precautions 

that Wonka takes to protect his trade secrets while trying to remain “the most amazing, the most 

fantastic, the most extraordinary chocolate maker the world has ever seen”10 arguably go 

beyond what is considered “reasonable.”11  A detailed examination of Wonka’s fanciful 

workplace, confections and inventions, an evaluation of his fantastical trade secret issues and his 
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outlandish trade secret protection program, as well as recommendations for possible 

improvements, all illustrate how unique and challenging a client’s trade secret issues may be.  

 

Why a Well-Designed Trade Secret Protection Program Is Necessary 
 

 A trade secret protection program serves two important purposes:  to guard the owner’s 

valuable trade secrets from public dissemination because doing so maintains the owner’s 

competitive advantage in the workplace,12 and to “invent evidence”13 in the event of 

misappropriation.14 

 The Uniform Trade Secret Act defines a “trade secret” as:  
 
 “information, including a formula, pattern, compilation, program, device, method, 
 technique, or process, that:  
 (i) derives independent economic value, actual or potential, from not being generally 
 known to, and not being readily ascertainable by proper means by other persons who can 
 obtain economic value from its disclosure or use, and  
 (ii) is the subject of efforts that are reasonable under the circumstances to maintain its 
 secrecy. 15   
 
Massachusetts General Laws codified trade secret law16 and defines a “trade secret” as:   

“anything tangible or intangible or electronically kept or stored, which constitutes, represents, 

evidences or records a secret scientific, technical, merchandising, production or management 

information, design, process, procedure, formula, invention or improvement.”17  By definition, 

then, proving the existence of a trade secret hinges on the necessary element of the owner taking 

reasonable precautions under the circumstances to protect it.18  The burden of establishing that 

the information stolen falls under the definition of “trade secret” is on the owner.19  One of the 

elements of bringing an action for trade secret misappropriation20 is being able to show that 

reasonable precautions were taken to guard an entity’s trade secrets.21  During litigation, once a 

court finds that the standard is met, 22 and that those trade secrets were misappropriated, trade 
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secret laws can provide some recourse to the damaged party, typically in the form of injunctive 

relief and monetary damages.23  Courts see a trade secret protection plan as strong evidence that 

reasonable measures were taken to protect the secret,24 so it is important that the client has 

assistance in creating and maintaining a viable, effective trade secret protection plan.25   

 While it is reassuring that a cause of action may be brought to allay losses caused by the 

misappropriation of trade secrets, because of the many drawbacks of bringing an action for trade 

secret misappropriation, it is important to carefully devise a trade secret protection program that 

will best prevent a breach in the first place.26  Though legal remedies are available, they are 

limited and present many hurdles to overcome as well.  For example, reverse engineering by one 

party of intellectual property that may be guarded as a trade secret by another party (and likely 

competitor in the industry) is lawful.27  Also, independent development by one party of 

something that is already guarded as a trade secret by another party is also proper use.28  One 

major drawback to pursuing a trade secret cause of action is that litigation is notoriously 

expensive and time consuming.29  In fact, depending on the relative value of the trade secret, it 

may even cost more that the value of the trade secret itself to pursue an action for 

misappropriation than the loss caused by the misappropriation.30  Additionally, the argument has 

been made that “civil remedies fail to act as deterrents since advances in information technology 

and the dissemination of stolen information …And because competitors have the defenses of 

independent development, reverse engineering and lack of secrecy.”31  The lack of uniformity of 

trade secret law that exists across jurisdictions, given the tension between the Uniform Trade 

Secrets Act and continuing reinterpretation through common law, can be considered yet another 

drawback.32 
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 Thus, although one objective of an effective trade secret protection program is to meet 

the legal standard and prove that reasonable measures were taken to protect a business’ trade 

secrets,33 the primary objective of a trade secret protection program should be to protect the 

client’s trade secrets from misappropriation in the first place, and avoid the need for litigation.34   

 

Points to Consider When Drafting a Client’s Trade Secret Protection Program 
 

 When creating a trade secret protection program, it is not only important to determine 

whether a court would find the planned efforts to maintain secrecy were reasonable, but also that 

the program’s protocol is effectively followed in practice and that the intention to adhere to it 

exists.35 

 A trade secret protection program consists of a custom combination of several factors to 

consider, including the specific types of trade secrets it is being designed to protect, the client’s 

methods of operations, its employee structure, its third party relationships, and industry 

practices.36  It is important to take into consideration the amount of secret information the client 

risks disclosing in marketing and advertising, what security measures are being taken at the 

client’s physical place of business (and, if applicable, virtual, internet business locations), what 

agreements are in place with the client’s employees, and how to control the information 

disclosed to third parties during the course of business relationships with them.37  Companies 

might have similar operational and employee issues, and several means of security precautions 

are generally followed because they are considered effective and reasonable under the 

standard.38  But, when viewed as a whole, each corporate client’s situation has unique ne

it is important to keep in mind that an effective trade secret protection program needs to be 

custom-tailored to take into account and to complement all of these fact

eds, so 

ors.39   
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Willy Wonka as a Client:  The Background on his Chocolate Factory 

 In Charlie and the Chocolate Factory, Willy Wonka is a world-renowned, very eccentric, 

innovative candy maker and inventor.  He is described as “a magician with chocolate” who “can 

make anything”.40 

 His fortress-like factory is surrounded by high walls with huge iron gates and is 

considered the “largest and most famous [factory] in the whole world, about fifty times as big as 

any other.”41  Wonka carries around a very low-tech ring of keys to access locked areas within 

the factory.42  Some areas of the factory are only accessible by a boat that travels through the 

factory along a river of chocolate.43  Two great glass elevators access any room in the factory 

and open directly into at least some of the rooms.44 

 Charlie Bucket’s grandfather, who worked in Wonka’s factory twenty years earlier, 

remembers it fondly and clearly has the utmost respect for Wonka.45  According to Grandpa Joe, 

who insists to Charlie that these stories are all true, Wonka has invented “more than two hundred 

new kinds of candy bars, each with a different center, each far sweeter and creamier and more 

delicious than anything the other chocolate factories can make!”46  Wonka is credited with 

inventing a way of making chocolate ice cream so that it stays cold for hours without being 

refrigerated, and can be left lying in the sun without melting.47  Wonka can make marshmallows 

that taste of violets, rich caramels that change color every ten seconds, chewing gum that never 

loses its taste, and candy balloons that can be blown up to enormous sizes and then popped with 

a pin and gobbled up.48  Using “a most secret method,” he can make lovely blue birds’ eggs with 

black spots on them, which melt into a little pink sugary bird on one’s tongue.49 
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 A few years ago, Wonka was a victim of a security breach when his trade secrets were 

stolen after hired spies infiltrated the factory.50  All the other chocolate makers, jealous of the 

wonderful candies that Mr. Wonka was making, sent in spies to steal his secret recipes.51  The 

spies posed as workers in Wonka’s factory, learned exactly how certain candies were made and 

reported this secret information to Wonka’s competitors (likely in exchange for a great deal of 

money).52  Soon thereafter, Wonka’s once inimitable confections were being replicated by his 

competitors.  Fickelgruber’s factory started making an ice cream that would never melt, even in 

the hottest sun.53  Then Prodnose’s factory came out with a chewing gum that never lost its 

flavor, Slugworth’s factory began to produce candy balloons that can be blown up to enormous 

sizes then popped with a pin and gobbled up, and other secret creations were copied as well.54 

 Upon realizing that the secrets behind his original candy creations were in the hands of 

competitors, Wonka feared that he had lost his competitive edge in the candy industry and that 

his business would be ruined as a result.  Wonka decided to take dramatic security measures and 

completely closed down the factory before any more thefts took place, asking all of the 

thousands of people working there to leave and never come back.55 

 Before reopening the factory ten years ago, Wonka discovered the Oompa-Loompas 

while on a trip abroad to discover new ingredients.56  The Oompa-Loompas are a peculiar clan 

rescued by Wonka from a dangerous African jungle referred to as Loompaland and “smuggled” 

into the country.57  They became employees of Wonka’s, and have a deal with him that they 

work and reside in the factory in exchange for unlimited cacao beans.58  They are never exposed 

to the outside world, because they would perish outside of the factory’s controlled climate, and 

they have a special cacao bean diet.59 
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 The factory is up and running again, and it has been manufacturing chocolates and 

candies that are increasingly fantastic and delicious, but it remains completely locked up.  No 

spies have been able to get in, and so far, neither Fickelgruber, nor Prodnose, nor Slugworth nor 

anyone else has been able to reverse-engineer any of these creations.60  Nobody is ever seen 

going into or coming out of the factory, and all outgoing shipments come out of the factory 

through a special trap door.61 

  

Analysis of Wonka’s Current Trade Secret Protection Program 

 The value of Wonka’s products is apparent not only from the prior trade secret theft 

Wonka suffered, but also from the sensational worldwide coup caused by his Golden Ticket 

contest.62  The candy bars containing one of the five coveted golden tickets were so sought-after, 

that one woman’s husband was kidnapped and her case of Wonka bars was demanded as 

ransom.63  Even more surprising was that she gave serious consideration to surrendering her 

chocolate bars to the kidnappers in exchange for her husband’s life.64  The steps Wonka took 

after the recipe theft to protect further misappropriation—including firing thousands of 

employees, completely shutting down operations and locking down the factory--were so extreme 

that they surpass what would be considered reasonable precautions.65  His reasoning was simply 

that if no one is able to gain access to the factory, no one could learn how his candy is made and 

disclose this information to competitors.66  Thus, Wonka’s recipes and methods of manufacture, 

including his factory machines, have remained secret as he has regained his competitive 

advantage in the marketplace.67 

 

The Trade Secrets 
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 Wonka’s trade secrets68 include the reasonably guarded, valuable secret recipes, methods, 

and processes for all the creations not publicly known that give Wonka his competitive edge in 

the marketplace.69  Inventions such as the marshmallows that taste of violets, the rich caramels 

that change color every ten seconds as you suck them, the blue birds’ eggs made by a “most 

secret method”70 are all potentially trade secrets if they meet the standard.71  Another potential 

trade secret is the process of mixing the chocolate by waterfall.  The waterfall makes lighter, 

frothier chocolate, and Wonka’s is the only factory in the world that uses this waterfall-mixing 

technology.72  Yet another process that could be considered a trade secret is Wonka’s use of 

trained squirrels to shell walnuts, a process that gets more of the meat out of the walnuts.73  

 Any market share plans, blueprints for his inventions, drawings, and descriptions could 

also be considered trade secrets.74  His index cards containing advertising copy for his chocolates 

and candies may inadvertently disclose trade secrets as well.75 

 However, factory processes and devices, such as Wonka’s fairly standard assembly lines, 

which use commonplace conveyor belts for mass production and to transport candy,76 could not 

be considered one of his trade secrets because this sort of technology is commonly known and 

widely used throughout the candy business, and, for that matter, across several industries.77 

   

     

    Oompa-Loompas as Employees 

 Wonka’s relationship with the Oompa-Loompas is one of mutual respect, loyalty, and an 

obvious high level of trust.  It is suggested that individual Oompa-Loompas work only in areas 

of the factory where they have authorized access; and are not permitted free reign over the entire 

factory.78  Under the UTSA, “an employee’s knowledge of trade secret information does not lose 
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trade secret status if revealed to employees so long as the third statutory requirement in the 

definition of "trade secret" is satisfied: the information must be subject to reasonable efforts to 

maintain its secrecy.”79  Also, common law generally recognizes the need for employees to have 

knowledge of information that may be a trade secret in order to carry out their duties.80  Since 

they never go outside, any mischief they get into is confined to the factory, and it is suggested 

that Wonka has the Oompa-Loompas under control. 81  Therefore, it may be assumed that no 

serious issues of trade secret misappropriation by the Oompa-Loompas exist to date.82 

 

The Tour 

 Prior to the contest winners’ Golden Ticket factory tour, a man identifying himself as 

Arthur Slugworth, President of Slugworth Chocolates, Inc., approached each of the children and 

proposed a deal: if they would get a hold of an Everlasting Gobstopper while inside the factory 

and bring it to him after their visit, he would make it worth their while.83  The Everlasting 

Gobstopper, Wonka’s latest amazing creation was sure to be a hit, and, as the man explained, 

would be a fatal blow to competitor Slugworth’s business.  It is valuable because it is designed to 

be incredibly long lasting, so it is anticipated to be wildly popular among children with little 

pocket money.84  As it turned out, “Slugworth” was a mole hired by Wonka himself, designed to 

test the children’s honesty.  The hired actor illustrates the very real threat to the factory’s secrets 

that the tour posed.85   

 The Golden Tickets, though limiting factory admission to five children and their 

guardians, permit the bearer to see all of Wonka’s secrets and the magic of his factory.86  

 Wonka required the children to sign a contract as a condition of admission to factory, in 

addition to presentment of a golden ticket.87  The purpose of the contract seemed merely to 
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indemnify Wonka against any actions brought for injuries while touring his premises.88  Another 

term included in the contract stated that if they were caught stealing, the children would forfeit 

the lifetime supply of chocolate that came with being a Golden Ticket holder.89  If it did not do 

so, this document should have included confidentiality language as well, since the children were 

being allowed to see all the magic and all the secrets of the chocolate factory, and since Wonka, 

as will be discussed, perhaps inadvertently disclosed secret information.90  Though Wonka 

would escort the group during the tour, this unlimited access still greatly compromised Wonka’s

trade secrets.  For example, the fact that Wonka’s is the only factory in the world that mixes 

chocolate by waterfall suggests that this may be a secret method, and the fact that it produces a 

superior, light and frothy product, indicating the commercial advantage and value of the process, 

was also disclosed to 

 

group.91 

 Some physical security measures have been taken within the factory.  The first door 

entered during the tour had a key code where Rachmaninoff had to be played to open the door.  

Another door required a combination consisting of a sequence of numbers, including fractions.92 

 There are various access deterrents throughout the factory as well.  Posted boldly and 

clearly on one door was the warning “MOST PRIVATE – KEEP OUT.”93   

 The Inventing Room was identified by Wonka as the heart of the factory.94  The sign on 

the Inventing Room reads “DANGER – KEEP OUT” followed by, “NOTICE!  ONLY 

AUTHORIZED OOMPA-LOOMPAS ADMITTED!!”95  Wonka has a key for this heavy metal 

door with bars on the windows.96  During the factory tour, he sternly warned the group not to 

touch or taste anything:97 “All of my most secret inventions are cooking and simmering in here.  

Old Slugworth would give his false teeth to get inside for just five minutes.  So DON’T TOUCH 

A THING.”98  However, Mike Teevee, one of the children, was able to grab and chew Exploding 
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Candy For Your Enemies.99  More trade secrets were shared by Wonka in this room, including 

how he adds a pair of running sneakers to a simmering pot to give it a little “kick,” and stirs a 

blanket into another pot because it is too cold.100 

 The machine inside the Inventing Room that makes the Everlasting Gobstoppers was 

covered with a tarp with large letters on one side spelling “KEEP OUT.”101  Wonka explained 

how this candy revolutionizes the industry, again possibly sharing too much information with the 

group by explaining the yet-to-be-released product and disclosing its value.102  Wonka further 

risked the secrecy of the Everlasting Gobstopper by handing out one sample to each child.103  

Though he made the children solemnly swear that they keep the Everlasting Gobstoppers for 

themselves and never show them to another living soul for as long as they shall live, Veruca Salt 

agreed while crossing her fingers behind her back.104  Even utterly moral Charlie Bucket, who 

now stands to inherit the entire factory, momentarily considered breaking his promise and selling 

the Gobstopper to the hired “Slugworth,” motivated by the fact that his family was very poor and 

on the brink of starvation.105  Lastly, the secret squirrel shelling process may also have been 

compromised during the factory tour, since although the area was gated, the entire process was in 

the tour participants’ full view.106  

 

Conclusion:  Recommendations 

Identifying Trade Secrets 

 It may be assumed that Wonka chose to protect his recipes, methods and inventions as 

trade secrets rather than apply for patents for his methods and machines, or copyright his 

recipes.107  Some of these assets may be more valuable if kept secret, for example, because they 

will endure longer than the duration of a patent.108  Some of Willy’s innovations may not be 
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patentable, either because they do not fall under patentable subject matter (unique ingredients for 

example:  naturally occurring plants are not patentable, though he could arguably patent hybrids 

he created), or because they have not yet been reduced to practice.109 

  

Must Take Reasonable Steps to Protect Trade Secrets 
 
 As previously discussed, although reasonable efforts must be made to keep secrets out of 

the public domain, absolute secrecy in guarding trade secrets is not required.110  To maintain a 

trade secret, the proprietor must exercise a certain level of vigilance. Numerous cases have 

attempted to define the requisite level of secrecy.111  The standard that must be demonstrated is 

the preservation of a substantial element of secrecy.112  Substantial secrecy ''means so much that 

except by the use of improper means, there would be difficulty in acquiring the information.”113  

It is this standard that should be kept in mind while designing a trade secret protection program 

around Wonka’s trade secrets, factory, employees, and day-to-day business dealings.114 

 

Marketing Materials and Inadvertent Disclosure of Protected Information 

 During the childrens’ tour of the chocolate factory, Wonka’s enthusiasm may have 

caused him to disclose too much information about some of his secret ingredients and 

processes.115  As previously noted, he showed his guests the chocolate waterfall, how he adds 

sneakers to a mixture to give it “more kick,” and a blanket to another mixture in order to warm it 

up.116  It would be advisable prior to discussing the factory operations to review his trade secrets, 

establish and prepare in advance an appropriate amount of information to reveal in order to pique 

commercial interest and market Wonka’s creations, without losing his trade secrets by sending 

them out into the public domain.117 
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Factory Security 

 Wonka has invited Charlie’s entire family to move into the factory to live.118  He 

emphasizes that factory access is the main security problem, so his solution is to keep the factory 

sealed off from public access, with his in-house Oompa-Loompas, and now the Bucket family, 

working and residing inside the factory.119  His physical security measures are considerably 

dated given the advancement of modern technology.  Even more simply, however, locks can still 

be picked, gates can still be dismantled, and walls can still be scaled.  Common law has held that 

gates, locks and walls are reasonable trade secret protection measures; that they suffice in terms 

of meeting the reasonable measures standard for a trade secret misappropriation action.120  

However, if the primary goal of a trade secret protection program is to prevent misappropriation 

in the first place, it may be advisable to consider enhancing the chocolate factory’s security 

system with more sophisticated, impenetrable theft deterrents such as elaborate electronic key 

codes at the truck loading bays.121  Furthermore, were Wonka to once again employ local 

workers, another modern security device he could consider implementing is an employee 

security badge, which would allow select employees entrance to restricted areas.122  Another 

suggestion that might appeal to Wonka’s love of gadgets would be the implementation of voice 

recognition access, which would eliminate the need for keys, badges or other physical passes that 

could be misplaced or stolen.123  Yet another suggestion would be to secretly code ingredients.124 

  

Employees 

 Because of the prevalent problems of industrial espionage125 and corporate raiding126 --

where a competitor “poaches” one or more employees for the purpose of utilizing their current 
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employer’s trade secrets--an extremely important part of a trade secret protection program is a 

thorough and specific set of procedures addressing employee confidentiality.127  Once trade 

secrets are identified and rules concerning physical factory access are in place, the employees 

should be put on notice that the trade secrets exist, that procedures have been put in place to 

protect their secrecy, and that the employees have the duty to keep them confidential.128  One of 

the simplest ways to allay the risk of employee disclosure of protected information is to restrict 

employee access to trade secrets wherever possible.  Because some employees need access to 

trade secrets in order to perform their jobs, limiting exposure on a need-to-know basis can still 

curb overall trade secret access.129 

 When appropriate, an employment agreement is often an effective means of deterring 

employee disclosure of trade secrets, and, if necessary, to later establish strong evidence in a 

cause of action that the requisite reasonable precautions were taken to guard trade secrets.130  In 

addition to containing an employee’s terms of employment, an employment agreement can 

contain clauses documenting notification to the employee of the importance of guarding the 

company’s identified trade secrets, informing the employee of his duty to keep the trade secret 

from becoming public knowledge, and also delineating disciplinary procedures and employee 

liability in the event of a breach.131  A non-disclosure agreement between an employer and an 

employee prohibiting the employee from disclosing trade secrets both during employment and 

after termination of employment, can stand alone as a separate document or be a part of the 

employment agreement.132  Another example is a non-compete agreement, where an employee 

agrees not to work for a competitor, or become competition himself, for a certain amount of time 

following termination of employment.  Depending on the nature of the trade secret in its 
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respective industry, including how long it can reasonably be kept secret, such an agreement can 

be useful, but is prohibited from being limitless in duration or geographical area.133   

 Considering the unusual employee arrangement in the chocolate factory, employment 

agreements for the Oompa-Loompas probably would not be very advantageous in Wonka’s trade 

secret protection plan.  As the Oompa-Loompas were “smuggled” into the country from 

Loompaland,134 Wonka probably would not wish to draw attention to their citizenship status by 

suing any of them in a court of law, since he could face legal sanctions himself.  Also, the 

Oompa-Loompas work for room and board plus wages paid in chocolate.135  Since it is likely 

that the Oompa-Loompas have no significant assets, there would be no reason to sue since they 

could not pay for any loss of profits to the company or other damages as a result of 

misappropriation.136  Additionally, their very survival requires such a warm environment that 

they cannot set foot outside the factory and risk exposure to harsh elements in an unfamiliar 

geographical location.  So the question of whether Wonka has legal recourse against any 

industrial espionage or corporate raiding137 where the Oompa-Loompas are concerned is moot.   

 Furthermore, Wonka relies on them as trusted factory workers.  Also, since the working 

relationship between Wonka and the Oompa-Loompas seems to be succeeding on the bases of 

loyalty and mutual respect, there seems little risk of industrial espionage.  To maintain a pleasant 

and productive workplace, Wonka would want to avoid the possibility of offending them and 

“rocking the boat” with threats of negative consequences in the event of trade secret 

misappropriation.138  Therefore, the execution of employment agreements is not advisable in this 

particular situation, and Wonka will have to rely on their code of honor and implied duties of 

loyalty.139  Unlike written agreements, implied agreements typically are not treated as favorable 

support of measures to protect trade secrets,140 so it might be helpful for Wonka to review the 

 15



Oompa-Loompas incentives to make sure they are kept happy and productive if he is concerned 

about disclosure of his trade secrets by them.141  If possible, it may be beneficial to enhance the 

accountability of the Chief of the Oompa-Loompas, and have him keep a close supervisory 

watch over his tribe in order to preemptively interrupt any questionable behavior.  An easier 

alternative, while keeping up Oompa-Loompa morale, would be to simply limit their physical 

access like Wonka did with the Invention Room, which is designated for “authorized Oompa-

Loompas only.”142 

 Wonka has very simply dealt with the problem of employee mobility143 by having live-in 

workers.   

 As with the Oompa-Loompas, Wonka has chosen to solve the problem of sharing the 

chocolate factory secrets with Charlie, who stands to take over the business when he is old 

enough, by having the entire Bucket clan agree to move in to the factory full-time.144  Should 

they wish to come and go as they please both inside and outside the factory, some sort of 

confidentiality agreement could be suggested.145  However, as with Wonka’s relationship with 

the Oompa-Loompas, avoiding insulting the Buckets might outweigh any need for them to sign 

confidentiality and non-compete agreements.146  After all, they will not only “help out” in the 

factory, but will all live together there as well.147  Furthermore, the Buckets now have a stake in 

the company’s future, and have an incentive to protect the trade secrets that contribute to its 

success, so the risk of trade secret disclosure is minimized.148  Since there is a need to be 

sensitive to the client’s “office culture” and not upset working relationships with distrust, it could 

be emphasized to the Buckets that access should be restricted for safety reasons in addition to 

being a trade secret protection program security measure.149  Also, it may be enough of a 

deterrent to inform the family of the need to keep the factory’s secrets safe, and perhaps even 
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formally document what information was provided to them, in order to establish a confidential 

relationship between Wonka and the Buckets without upsetting them with the threat of sanctions 

or negative consequences.150 

 But, that does not mean that there will never be a need for such agreements to be 

implemented as part of Wonka’s trade secret protection program, so the foregoing contract 

options and security procedures should be presented to Wonka and revisited later.151  As 

previously discussed, an oral agreement is not strong evidence of a reasonable measure to protect 

secrecy, so if a verbal agreement or code of conduct fails, a court might find that the secrecy 

requirement fails as well.152  There is, therefore, a strong argument for written confidentiality 

agreements as evidence of reasonable measures taken to protect secret information when 

establishing the existence of a trade secret.153  For example, the fact that Charlie’s dad works at a 

toothpaste factory might give rise to an issue of industrial espionage.154  In the event that Mr. 

Bucket is induced by his employers to breach his confidential relationship with Wonka, and 

disclose to his employers the developments of Wonka’s anti-cavity inventions, a court would 

look favorably upon a non-competition agreement as well as the stringent security measures 

Wonka implemented.155 

 It has been shown that Wonka prefers to physically secure the factory by keeping it 

completely locked down,156 and after the employees/spies stole his trade secrets (presumably 

Wonka did not have employee non-disclosure agreements in place) he probably will not be 

hiring.   

 However, if in the future Wonka decides to improve the local job situation for fellow 

Londoners and once again open the gates to local employees sometime in the future, the same 

planning considerations of physical security, employee duties, advertising limitations and 
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regulation of shared information with third parties discussed previously should be revisited.157  

The hiring of externally-dwelling employees who pose a threat of corporate raiding would 

require written employment agreements which, along with their terms of employment, expressly 

inform employees about their duties to protect identified trade secrets,158 and perhaps even 

describing consequential legal and disciplinary actions.   

 Departing employees, particularly those entrusted with a significant amount of training, 

knowledge and responsibility, would need non-compete agreements in addition to nondisclosure 

agreements so that trade secrets are protected and not otherwise profited from after the 

employees discontinue employment.159  As previously discussed, these agreements would need 

to find a reasonable balance between thoroughness and specificity without being overly 

oppressive or restrictive in terms or duration, or else risk being found by the court to be 

unenforceable.160   

 

Third Parties 

 Some corporate clients would benefit from drafting or modifying the contracts or 

agreements they have with distributors, vendors, shippers, and similar third parties with carefully 

written confidentiality clauses.161  Wonka, however, seems to have eschewed such third party 

business relationships, as evidenced by his completely self-sufficient factory, and by such 

practices as sending all his outgoing shipments outside the factory through a special trap door.162 

 Wonka is not likely to be interested in addressing licensing to third parties at this time (or 

obtaining a license to use another entity’s technology), since he is so hands-on with his candy 

production.163  Also, there is always some risk inherent in outside expansion, which would be 

heightened for Wonka if his one-of-a-kind machines and processes were replicated outside of his 
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centralized factory operations or if he were required to disclose any secret recipes or other trade 

secrets in the course of becoming a licensee.164  Wonka’s inventions are much better protected 

not being voluntarily shared—a confidentiality agreement could still be violated and then it may 

be too late to keep Wonka’s trade secrets secret through an injunction.165  However, Wonka’s 

situation could later change and the commercial and economic benefits of licensing could 

outweigh these risks.166  For example, Wonka’s candy production could no longer meet the 

global demand that he and the Oompa-Loompas currently seem to have under control without 

outside help.167  By implementing license agreements, Wonka would be taking the requisite 

reasonable precautions to guard his trade secrets in the context of a third party relationship, and 

mitigating risk by shifting the burden of proof of misappropriation to the other party while 

strictly controlling the shared confidential information.168  

 If, in the future, Willy is amenable to working with third party security specialists and 

could not or did not wish to design for himself a security system more elaborate than his quaint, 

giant key ring, a collaborative agreement with a security professional is an option to control the 

dissemination of any of Wonka’s valuable trade secrets the security system contractors might 

stumble upon during the course of their work while at the factory.169  Documenting their 

contractual arrangement would reasonably mitigate risk of trade secret misappropriation by 

expressly describing (and limiting) the work to be performed, the certain limitations to their 

factory access, and a confidentiality clause with respect to the trade secrets accessible by them 

during their relationship.170   

 Wonka has probably trained the Oompa-Loompas to assist with repairs within the 

factory, so giving access to outside specialists and forming some sort of collaborative 

arrangement for factory repair work would probably not need to be considered at this time.171   
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If, at some point, the premises are required to be inspected, Wonka must take whatever 

reasonable steps he can to obtain an agreement limiting access.172  Physical access should be 

limited however possible, and any documents containing recipes, plans, blueprints and the like 

should be locked away or at least removed from plain view.173 

 With respect to factory visitors, it is unclear that there were confidentiality agreements in 

place with the lucky Golden Ticket-holders, but there should have been.  Asking the children to 

orally promise that they will not hand over samples would not be viewed as favorably by a court 

as a written non-disclosure agreement will.174  Though Wonka did take the precaution of 

restricting factory admission to five children and their guardians, public factory tours, which are 

not an essential part of conducting business, are completely contrary to maintaining a substantial 

level of secrecy and greatly increase the potential for industrial espionage.175  If the factory must 

be toured, any of Wonka’s trade secrets can be learned during the course of a tour, so those areas 

should be off-limits during the tour.  If that is not possible, nondisclosure agreements should 

definitely be executed prior to admission.176  Wonka did attempt to conceal the Everlasting 

Gobstopper machine by covering it with a tarp for the childrens’ tour, and his policy of 

completely banning factory access for the last decade has been successful, but a reasonable level 

of restricted access somewhere in-between should be effective in protecting Wonka’s trade 

secrets while allowing him to work without being unduly burdened by stringent security 

measures.177 

 Finally, after careful consideration of all of Willy Wonka’s preferences and methods of 

doing business, and the drafting and implementation of a trade secret protection program, the 

plan should be periodically reevaluated.  Reviewing the trade secret protection program’s 

secrecy procedures is necessary to establish whether the program is being properly 
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implemented.178  Furthermore, as it has been suggested, review is necessary because the client’s 

business dealings and relationships may evolve and expand:  the number of employees could 

change, locations could be added, and relationships with third parties could be created, all of 

which would necessitate adjustments to the security precautions already in place.  Finally, 

periodic reassessment of a well-conceived trade secret protection program not only is essential to 

ensure that the client’s needs are being met, but that the challenges of increasingly sophisticated 

technology and resulting rapid dissemination of information are being addressed,179 in order to 

maintain the client’s edge in commerce by keeping its corporate assets secret.180 
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