








Case Studies: What could happen if | don’t do it?

For a period of five years, a foreign currency trader with an investment bank “fixed” the
bank’s records to make his trading losses look like major gains for the bank. His actions
made it appear that he was one of the bank’s star producers, resulting in lucrative bonuses
for his perceived high performance. In actuality, the bank lost hundreds of millions of
dollars and drew a large amount of negative media attention as a result of his actions.
While initially most of the insider’s fraud occurred at work, he increasingly found it
easier to conduct his illicit activities from home in the middle of the night because he did
not have to worry about anyone in the office or at home looking over his shoulder.
Therefore, the risk that other traders would find out about his fraudulent activities was
reduced significantly.

In an interview for the Insider Threat Study, the insider said that group trading (trading
by a team of traders), rather than individual trading, can help mitigate an organization’s
risks, because it is easier to detect illegal or suspicious trading practices when there are
multiple team members trading from the same account." In this case isolated trading,
along with the anonymous nature of remote access, emboldened the insider to continue a
fraud in which he otherwise might not have engaged.

In another case, a government organization notified one of its contract programmers that
his access to a system under development was being eliminated and that his further
responsibilities would be limited to testing activities. After his protests were denied, the
programmer quit the organization. Then, three times over a two-week period, the insider
used a backdoor into the system with administrator privilege (which he presumably
installed before leaving) to download source code and password files from the
developmental system. The unusually large size of the remote downloads raised red flags
in the organization, which resulted in an investigation that traced the downloads to the
insider’s residence and led to his arrest, prosecution, and imprisonment. This case
demonstrates the value of vigilant monitoring of remote access logs and reaction to
suspicious behavior in limiting damage to the organization’s interests.

B Insider Threat Study: Illicit Cyber Activity in the Banking and Finance Sector.
http://www.cert.org/archive/pdf/bankfin040820.pdf.
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Practice 9: Monitor and respond to suspicious or disruptive

behavior.
One method of reducing the threat of malicious insiders is to proactively deal with
difficult employees.

What to do?

An organization’s methods of dealing with difficult individuals should start in the hiring
process. A consistent practice of performing background checks and evaluating
individuals based on the information received can reduce insider threats. Background
checks should investigate previous criminal convictions, verify credentials and past
employment, and include discussions with prior employers regarding the individual’s
competence and approach to dealing with workplace issues. While this information may
not be the dominant component in the hiring process (and, arguing fairness, should not
be), the information may help in dealing proactively with the individual. The Insider
Threat Study revealed a surprisingly high number of malicious insiders with prior
criminal convictions when hired.'* These proactive measures should not be punitive in
nature; rather, the individual should be indoctrinated into the organization with
appropriate care.

Organizations should invest time and resources in training supervisors to recognize and
respond to inappropriate or concerning behavior. Many times, less serious but
inappropriate behavior is noticed in the workplace but not necessarily acted on because it
does not rise to the level of a policy violation. However, failure to define or enforce
security policies may embolden employees to commit repeated violations that escalate in
severity, eventually resulting in insider IT sabotage. It is important that organizations
consistently investigate and respond to all rule violations committed by employees.

Given that financial gain is a primary motive for much insider fraud, organizations should
monitor indications by employees of possible financial problems or unexplained financial
gain. Sudden changes in an employee’s financial situation, including increasing debt or
expensive purchases, may be indicators of potential insider threat.

Once employed, if an employee’s behavior becomes suspicious, the organization must act
with due care in dealing with it. Policies and procedures must exist for employees to
report their concerns or to report disruptive behavior by others, and reports should always
be investigated. (Some checks and balances must exist to limit frivolous reporting.)
Disruptive employees should not be allowed to migrate from one position to another
within the enterprise, evading documentation of disruptive or concerning activity.
Threats, malicious boasting (“You wouldn’t believe how easily I could trash this net!”)
and other negative sentiments should also be treated as concerning behavior. Many
employees will have concerns and grievances from time to time in an organization, and

" Insider Threat Study: Illicit Cyber Activity in the Banking and Finance Sector.
http://www.cert.org/archive/pdf/bankfin040820.pdf and /nsider Threat Study: Computer System
Sabotage in Critical Infrastructure Sectors. http://www.cert.org/archive/pdf/insidercross051105.pdf.
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the provision of a formal and accountable process for addressing those grievances may
act to satisfy those who might otherwise resort to malicious activity. In general, any
employee experiencing difficulties in the workplace, who also has access to critical
information assets, should be aided in the resolution of those difficulties.

Once concerning behavior is identified, several steps may aid an organization in
managing risks of malicious activity. First, the employee’s access to critical information
assets should be evaluated. His or her level of network access should also be considered.
While this is done, the organization should provide options to the individual for coping
with the behavior, including access to a confidential employee assistance program.

Case Studies: What could happen if | don’t do it?

A system administrator was hired to run the engineering department for an organization
and three months later was named as the lead for a major new project. He then began to
bully his coworkers, and was taken off the project a month after it started. Less than two
months after that, he was terminated for poor performance and conduct. Customers had
complained that he was rude, and coworkers said that he thought he was better than
everyone else. His superiors realized that he was not as good technically as they had
originally believed and suspected that he was attempting to hide that fact by criticizing
others. The company did provide counseling, but he resented it.

Almost two months after his termination, the insider obtained a system administrator
account password from a female employee, still with the company, with whom he’d had a
relationship. Using this password, the insider was able to hide the project folder on the
server that was needed the next day for an important customer demonstration. Although
the company did employ standard recommendations in handling this insider, he still
managed to sabotage the company’s system. This case highlights the fact that companies
should consider social relationships that terminated insiders have with employees still
working for the company.

One insider, working as a vice president for engineering and responsible for oversight of
all software development in the company, was engaged in a long-running dispute with
higher management. This dispute was characterized by verbal attacks by the insider and
statements to colleagues about the degree of upset he had caused to management. The
insider engaged in personal attacks once or twice a week and on one occasion in a
restaurant screamed personal attacks at the CEO of the company. A final explosive
disagreement led the insider to quit.

When no severance package was offered, he copied a portion of a product under
development to removable media, deleted it from the company’s server, and removed the
recent backup tapes. He then offered to restore the software in exchange for $50,000. He
was charged and convicted of extortion, misappropriation of trade secrets, and grand
theft. However, the most recent version of the software was never recovered. If the
organization had paid attention to earlier disruptive behavior and acted to secure assets
against his access, substantial losses could have been avoided.
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Practice 10: Deactivate computer access following termination.
It is important that organizations follow rigorous termination procedures that
disable all open access points to the networks, systems, applications, and data.

What to do?

While employed, insiders have legitimate, authorized access to the organization’s
network, system, applications, and data. Once employment is terminated, it is important
that the organization have in place and execute rigorous termination procedures that
disable all open access points. Otherwise, the organization’s network is vulnerable to
access by a now-illegitimate, unauthorized user. Some organizations choose to permit
continued access by former employees for some time period under favorable termination
circumstances; it is important that organizations have a formal policy in place for these
circumstances and carefully consider the potential consequences.

If formal termination policies and procedures are not in place, the termination process
tends to be ad hoc, posing significant risk that one or more access points will be
overlooked. The Insider Threat Study shows that insiders can be quite resourceful in
exploiting obscure access mechanisms neglected in the termination process. If a formal
process exists, it must be strictly followed. It is also critical that organizations remain
alert to new insider threat research and periodically review and update these processes.

Some aspects of the termination process are quite obvious, such as disabling the
terminated employee’s computer account. However, organizations that have been victims
of insider attacks were often vulnerable because of poor, non-existent, or non-
comprehensive account management procedures. Many employees have access to
multiple accounts; all account creations should be tracked and periodically reviewed to
ensure that all access can be quickly eliminated when an employee is terminated.

Accounts sometimes overlooked in the termination process are shared accounts, such as
system administrator accounts and database administrator (DBA) accounts. In addition,
some applications require administrative accounts that are frequently shared among
multiple users. It is important that the organization meticulously maintain a record of
every shared account and every user authorized to have the password to each.

Remote access is frequently exploited by former insiders. Remote access or virtual
private network (VPN) accounts must be disabled, as well as firewall access, in order to
prevent future remote access by the terminated employee. In addition, any remote
connections already open by that employee must be closed immediately.

In summary, a layered defensive model that accounts for all access methods should be
implemented. Remote access should be disabled, but if an obscure remote access method
is overlooked, the next layer of defense is accounts. All accounts should be disabled for
use by the former employee, so that even if remote access is established, the insider is
prevented from proceeding further. Therefore, it is important that intranet accounts,
application-specific accounts, and all other accounts for which the user was authorized be
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disabled. Also, keep in mind that if the terminated insider was responsible for
establishing accounts for others, such as employees, customers, or external web site
users, then those accounts could also be accessible to the terminated insider.

Finally, termination procedures must include steps to prevent physical access. Insiders
have exploited physical access to gain access to their former employer’s systems.

Case Studies: What could happen if | don’t do it?

A credit union’s system administrator was terminated suddenly with no notice that his
employer was dissatisfied with his work. That night he suspected that his replacement,
who he felt was technically inferior, had not disabled his access. He attempted to access
the system from home and found that his replacement had failed to disable his access
through the company firewall. Although his account had been disabled, she had failed to
change the password of the system administrator account. The insider used that account
to shut down the organization’s primary server, one that had been having problems and
had in fact crashed the previous weekend (and had taken him an entire weekend to bring
up again). It took the credit union three days to bring the server back into service; during
that time none of its customers were able to access any of their accounts in any way. This
case illustrates the necessity of thoroughly disabling access, as well as the consequences
when an organization has no competent backup for a single system administrator.

In another case, a system administrator logged in one morning and was notified by her
custom-written login software that her last login was one hour earlier. This set off
immediate alarms, as she had in fact not logged in for several days. She had previously
taken steps to redirect logging of actions by her account to a unique file rather than the
standard shell history file. Therefore, she was able to trace the intruder’s steps and saw
that the intruder had read another employee’s email using her account, then deleted the
standard history file for her account so that there would be no log of his actions.

The login was traced to a computer at a subsidiary of the company. Further investigation
showed that the same computer had logged into the company’s system periodically for
the past month. Monitoring revealed that a former employee had accessed up to sixteen
of his former employer’s systems on a daily basis during working hours. The insider

gained access to at least 24 user accounts

read electronic mail

reviewed source code for his previous project

deleted two software modification notices for the project

The former employee had been terminated for non-performance and then went to work
for the subsidiary. This case illustrates the importance of terminating access completely
for former employees, careful monitoring for post-termination access, and paying
particular attention to terminated technical employees.
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Practice 11: Collect and save data for use in investigations.
Collecting and saving usable evidence preserves response options, including
legal options.

What to do?

The first questions that often follow any computer incident, whether malicious or not, are
“what happened?” and “who is responsible?”” In cases where malicious insiders are
suspected, these questions are particularly urgent. Answering these questions in an
actionable manner requires a detailed record of system and network actions. However,
malicious insiders may act to corrupt, falsify, or delete such a record, impacting options
for corrective and responsive actions.

System logs were used to identify the insider in most cases. Furthermore, system logs
served as evidence in many of the insiders’ trials. To best protect critical information and
equipment, multiple sources of information should be maintained, particularly sources
that may support one another. This includes logging

e data access (reading, modifying, or deleting data)

e application usage (when applications were started and exited and by which user)
e system commands and file change logs

e method of connection (console, local-area networked, dial-in, Internet)

e the source and destination of connections

Phone system and physical access records should also be maintained. As this information
is collected, it should also be placed on backup media for archival storage.

As difficult as collecting all this information is, analysis of it is often harder. The signs of
malicious insider activity can be subtle, such as an abnormal pattern or rate of data
modification, or an off-hours download of information the insider is authorized to read.
Log files need to be monitored periodically to try to identify such situations.

Organizations may need to involve a forensics specialist, both to design a routine analysis
procedure for identifying malicious insiders and for more specialized analysis once the
insider is identified. There have been insider threat cases in which inappropriate handling
of system logs has rendered them unacceptable for prosecution. In the event of a
suspected security incident, involve an expert in the investigation of electronic crimes.

Case Studies: What could happen if | don’t do it?

An employee of a subcontractor for a government agency was nearing completion of
his contract. Ordinarily, under these circumstances, the government agency would
offer the employee a permanent position if his or her performance had been
satisfactory. The insider initiated this hiring process and was required to take a drug
test. The drug test results came back positive for cocaine, so his employment
possibilities for the agency were forfeited. He remained employed with his current

37



employer for a few days until that organization was notified of his drug test results
and terminated his employment immediately. His physical access cards were
confiscated, he was escorted from the building, his personal computer account was
disabled, and the password was changed on the system administrator account to
which he had access.

The following Monday morning, the subcontractor’s system was down. The logs showed
that the system had been shut down via commands from an account that was not
associated with any legitimate user. Remote access logs showed that attempts to log in
began Friday evening and continued until successful login early Saturday. Once
authenticated, the user deleted a number of printer drivers in the system, altered and
changed certain user passwords, and finally entered the command to shut down the
system. The logs on the remote access server stored the phone number of the incoming
connections, and it was traced to the home address of the terminated insider. These logs
were key in successfully prosecuting the insider.

In contrast to the above case, in which logs were stored appropriately and used to identify
the user for prosecution, the following case illustrates the opposite: A contractor for a
large company was responsible for handling customer service calls. A fraud scheme
conducted by four employees over a period of almost three years resulted in losses for the
company of $500,000. However, once the fraud was suspected by the company’s fraud
investigator, it was discovered that, since the company “recycled” its computer logs, they
only provided specific activity by login name and computer terminal as far back as one
month. Fortunately, one of the employees involved testified as to the history and duration
of the fraud. This case illustrates the importance of securely backing up system logs for
long time periods in case they are needed for investigations or prosecution.
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Practice 12: Implement secure backup and recovery processes.
Despite all of the precautions implemented by an organization, it is still possible
that an insider will attack. Therefore, it is important that organizations prepare for
that possibility by implementing secure backup and recovery processes that are
tested periodically.

What to do?
Prevention of insider attacks is the first line of defense. However, experience has taught
that there will always be avenues for determined insiders to successfully compromise a
system. Effective backup and recovery processes need to be in place and operational so
that if compromises do occur business operations can be sustained with minimal
interruption. Our research has shown that effective backup and recovery mechanisms can
make the difference between

e several hours of downtime to restore systems from backups

e weeks of manual data entry when backups are not available

e months or years to reconstruct information for which no backup copies existed

When possible, multiple copies of backups should exist, with redundant copies stored
offsite in a secure facility. Different people should be responsible for the safekeeping of
each copy so that it would require the cooperation of multiple individuals to compromise
the means to recovery.

System administrators should ensure that the physical media on which backups are stored
are also protected from insider corruption or destruction. Insider cases in our research
have involved attackers who

e deleted backups
e stole backup media (including offsite backups in one case)
e performed actions that could not be undone due to faulty backup systems

Some system administrators neglected to perform backups in the first place, while others
sabotaged established backup mechanisms. Such actions can amplify the negative impact
of an attack on an organization by eliminating the only means of recovery. To guard
against insider attack, organizations must

e perform and periodically test backups

e protect media and content from modification, theft, or destruction

e apply separation of duties and configuration management procedures to backup
systems just as they do for other system modifications

Unfortunately, some attacks against networks may interfere with common methods of
communication, thereby increasing uncertainty and disruption in organizational activities,
including recovery from the attack. This is especially true of insider attacks, since
insiders are quite familiar with organizational communication methods and, during
attack, may interfere with communications essential to the organization’s data backup
process. Organizations can mitigate this effect by maintaining trusted communication
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paths outside of the network with sufficient capacity to ensure critical operations in the
event of a network outage. This kind of protection would have two benefits: the cost of
strikes against the network would be mitigated, and insiders would be less likely to strike
against connectivity because of the reduced impact.

Case Studies: What could happen if | don’t do it?

Centralization of critical assets and sabotage of backups has enabled some insiders to
amplify the impact of their attacks by eliminating redundant copies and avenues for
recovery. One insider, the sole system administrator, centralized the only copy of all of
the company’s critical production programs on a single server and convinced
management to institute policies mandating this practice. That server was later the target
of a logic bomb written by the same insider. No other current copy of the software was
available to recover from the attack, since he had also requested and received, through
intimidation, the only backup tape, violating company policy. The logic bomb, which
deleted all of the company’s programs, cost the company millions of dollars and caused
company-wide layoffs. While centralization can contribute to the efficiency of an
organization, care must be taken that backups are performed regularly and are protected
to ensure business continuity in the event of damage to or loss of centralized data.

In another case, an insider was terminated because of his employer’s reorganization. The
company followed proper procedure by escorting the insider to his office to collect his
belongings and then out of the building. The IT staff also followed the company’s
security policy by disabling the insider’s remote access and changing passwords.
However, they overlooked one password that was known to three people in the
organization; the terminated insider used that account to gain access to the system that
night and to delete the programs he had created while working there. Some of these
programs supported the company’s critical applications.

Restoration of the deleted files from backup failed. While the insider had been
responsible for backups, company personnel believe that the backups were not
maliciously corrupted. The backups had simply not been tested to ensure that they were
properly recording the critical data. As a result, the organization’s operations in North
and South America were shut down for two days, causing more than $80,000 in losses.
This case illustrates the delay that can be caused in recovery following an insider attack if
backups are not tested periodically.
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Practice 13: Clearly document insider threat controls.

To ensure consistent handling and to protect against accusations of
discrimination, procedures for dealing with malicious insiders must be clearly
documented.

What to do?

Cases involving malicious insiders are difficult to handle. Relationships between
management and employees may be strained, with individuals taking sides with the
organization or with the employee. A clearly written set of policies and procedures,
developed with protection of the rights of everyone involved in mind, may help to defuse
this situation. All of the organization’s efforts to control damage by malicious insiders
should be identified, together with circumstances under which these efforts are
appropriate. As individuals join the organization, they should receive a copy of this
description that clearly lays out what is expected of them, together with the consequences
of violations. Evidence that each individual has read and agreed to the organization’s
policies, such as the individual’s signature, should be maintained.

This description should also form the basis of ongoing training as described in Practice 2.
If the organization experiences damage due to a malicious insider or if other risks evolve,
such as new forms of internal or external attack, the description and training should be
updated. The training should be given periodically to all employees, to help individuals
act properly in the organization.

Case Studies: What could happen if | don’t do it?

An insider accepted a promotion, leaving a system administrator position in one
department for a position as a systems analyst in another department of the same
organization. In his new position, he was responsible for information sharing and
collaboration between his old department and the new one. The following events ensued:

e The original department terminated his system administrator account and issued
him an ordinary user account to support the access required in his new position.

e Shortly thereafter, the system security manager at the original department noticed
that the former employee’s new account had been granted unauthorized system
administration rights.

e The security manager reset the account back to ordinary access rights, but a day
later found that administrative rights had been granted to it once again.

e The security manager closed the account, but over the next few weeks other
accounts exhibited unauthorized access and usage patterns.

An investigation of these events led to charges brought against the analyst for misuse of
computing systems. These charges were eventually unsuccessful, in part because there
was no clear policy regarding account sharing or exploitation of vulnerabilities to elevate
account privileges. This case illustrates the importance of clearly established policies that
are consistent across departments, groups, and subsidiaries of the organization.
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