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Editor’s Note: This issue opens with an essay from former Senator Sam Nunn, currently co-chairman of the Nuclear
Threat Initiative, concerning the nuclear threat and the path ahead for national and global security. Following that,
we present the transcript of a recent event hosted by the Standing Committee addressing issues associated with the
FBI’s use of national security letters. Participants in the event include Suzanne Spaulding (Principal, Bingham
Consulting Group), Valerie Caproni (General Counsel, FBI), Andrew McCarthy (Senior Fellow, Foundation for the
Defense of Democracies), Jeffrey H. Smith (Partner, Arnold & Porter), Michael Vatis (Partner, Steptoe & Johnson),
and Spike Bowman (then Senior Research Fellow, Center for Technology and National Security Policy, National
Defense University).

The Nuclear Proliferation Threat
Sam Nunn

I'have spentalarge portion of my life attempting to communicate in clear and understandable words, so
have developed akeen appreciation for those who can capture a complicated subject with asuccinct phrase.
One of my favorites: When asked to give a definition of foreign policy, Dean Achesonreplied, “It’s one
damnthing after another.” Today, in the national security arena, we not only have one damn thing after
another, we have one damn change after another—some of them big and sweeping.

The greatest dangers we faced during the Cold War were addressed primarily by confrontation with
Moscow. The greatest threats we face today — catastrophic terrorism, arise in the number of nuclear
weapons states, increasing danger of mistaken, accidental or unauthorized nuclear launch—we can
successfully address only in cooperation withMoscow and many other capitals.

These changes have come inthe last 15 years, and have left us with serious security gaps —not because the
new threats cannot be countered, but because they have changed quickly, and our responses are changing
slowly.

The Greatest Danger

Inmy view, the threat of terrorism with nuclear weapons and other weapons of mass destruction presents the
gravest danger to our nation and the world.

e  Weknow thatal Qaedais seeking nuclear weapons. We don’t know how many other groups may
alsohave similarambitions.

e Weknow that nuclear material al Qaeda desires is housed in many poorly secured sites around the
globe.

o Webelievethatifthey getthat material, they can build anuclear weapon.

e Webelievethatifthey build anuclear weapon, they will use it.

Continued on next page
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Iamnotsure we fully grasp the devastating, world-
changing impact of anuclear attack. Ifa 10-
kilotonnuclear device goes offin mid-town
Manbhattan on a typical work day, it could kill more
than halfamillion people. Tenkilotons, aplausible
yield fora crude terroristbomb, has the power of
10,000 tons of TNT. Tohaul that volume of
explosives, youwould need a cargo train one
hundred cars long. Butifitwere anuclearbomb, it
could fitinto the back ofa truck. Beyond the
immediate deaths and the lives that would be
shortened by radioactive fallout—the casualty list
would also include an erosion of civil liberties,
privacy and the world economy.

So American citizens have every reason to ask,
“Arewe doing all we can to prevent anuclear
attack?” The simple answer is “no, we are not.”

The Race Between Cooperation and Catastrophe

Increasingly, we are being warned thatan act of
nuclearterrorismis inevitable. [amnotwilling to
concede that point. ButIdo believe thatunless we
greatly elevate our efforts and the speed of our
response, we could face disaster.

We are in arace between cooperation and catas-
trophe, and the threat is outrunning our response.

Inhislastyearin office, when President Reagan
was asked what he believed was the most
importantneed in international relations, he talked
ofthe need to cooperate againsta common threat.
Hesaid: “Whatifall ofus discovered that we were
threatened by a power from outer space — from
anotherplanet. Wouldn’t we come togetherto fight
thatparticularthreat?”’

I submit that when weapons of mass destruction are
atthe fingertips of individuals and groups who are
eagertouse themto inflict massive damage to
mankind, President Reagan’s question “wouldn’t
we come together to fight that threat?”” should be

front and center for the United States, for Russia,
and forthe world.

Nuclear Tipping Point

We’reclearly atatipping point with regard to the
both the proliferation of nuclear weapons and the
production of weapons-usable nuclear material.
Terrorists are seeking nuclear materials and weap-
onsasthelistof potential suppliers expands.

Mindful oftherising threat of nuclear weapons, and
troubled by the poor results of current policy in
reducing the threat, George Shultz, Bill Perry,
Henry Kissinger and I published an article this past
January in the Wall Street Journal about how to pull
back from this tipping point.

Titled “A World Free of Nuclear Weapons,” the
op-ed called for the United States to “lead the
worldtoasolid consensus forreversing the reliance
onnuclearweapons globally.” This leadership and
this consensus, we wrote, would be “a vital contri-
butionto preventing the proliferation [of nuclear
weapons] into potentially dangerous hands and
ultimately ending them as athreat to the world.”
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We made the point that the old form of Cold War
deterrenceis obsolete. Today, “non-state terrorists
groups are conceptually outside the bounds ofa
deterrent strategy” and even among states — “unless
urgentnew actions are taken,” the U.S. will find
itselfinanuclear era “more precarious, psychologi-
cally disorienting, and economically even more
costly than was Cold War deterrence.”

Atthe same time, we’re conscious that the quest for
anon-nuclear world s fraught with practical chal-
lenges. As The Economistmagazine has said: “By
simply demanding [the goal ofa world without
nuclear weapons] withoutareadiness to tackle the
practical problemsraised by it ensures that it will
never happen.”

The four of us, plus many other former security and
foreign policy officials, have takenaimatthe
“practical problems” by laying outa series of steps
thatwebelieve constitute the “urgentnew actions”
thatwill lay the groundwork for buildinga world
free of the nuclear threat. These steps would
include:

e Changingthe Cold Warposture of de-
ployed nuclear weapons to increase warn-
ing time and thereby reduce the danger of
anaccidental orunauthorized use ofa
nuclear weapon.

e Continuingtoreduce substantially the size
ofnuclear forces inall states that possess
them.

¢ Eliminating short-range nuclear weapons
designed to be forward-deployed.

e Initiatingabipartisan process with the
Senate, includingunderstandings to increase
confidence and provide for periodic review,
toachieveratification ofthe Comprehensive
Test Ban Treaty, taking advantage of recent
technical advances, and working to secure
ratification by otherkey states.

e Providingthe highestpossible standards of
security for all stocks of weapons, weap-
ons-usable plutonium, and highly enriched
uranium everywhere inthe world.

e  Gettingcontrol of theuranium enrichment
process, combined with the guarantee that
uranium for nuclear power reactors could
be obtained atareasonable price, first from
the Nuclear Suppliers Group and then from
the International Atomic Energy Agency
(IAEA) orother controlled international
reserves. [twill also be necessary to deal
with proliferation issues presented by spent
fuel fromreactors producing electricity.

e Haltingthe production of fissile material for
weapons globally; phasing outthe use of
highly enriched uraniumincivil commerce
and removing weapons-usable uranium
fromresearch facilities around the world
andrendering the materials safe.

e Redoublingourefforts toresolveregional
confrontations and conflicts that giverise to
new nuclear powers.

Certainly, each of the steps we outlined would
enhance the security of the United States. But
each of'the steps mustbe taken in cooperation with
othernations. None of them can be taken alone.

Cooperating Against Common Threats

Ibelieve that preventing the spread and use of
nuclear and other weapons of mass destruction
shouldbe the central organizing security principle
forthe 21 century.

What would thismean? Wehaveaclear lesson
fromthe 20" century. Addressing the threat of
communisminthe 1952 State ofthe Union mes-
sage, President Truman said: “The United States
and the whole free world are passing through a
period of grave danger. Every action you take here
in Congress, and every action that I take as Presi-
dent, mustbe measured against the test of whether
ithelps tomeet that danger.”

Inour efforts to fight against the spread of commu-
nism, protect the free world and deter World War
I11, this was the standard that governed our nation
during the Truman administration and the Republi-
canand Democratic administrations that followed.

Continued on page 4
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Every diplomatic mission, every international
alliance, and every national security initiative was
guided with that goal inmind.

Wehave seen what it looks like when world
leadersunite, when they listen to each other, when
they cooperate against common threats. Itis my
hope that we will soon employ this model of
international teamwork inreducing nuclear dangers
around the world.

The United States and its partners must be as
focused on fighting the nuclear threat in this century
aswe were in fighting the communist threatin the
lastcentury. We mustdo itnow.

Sam Nunn represented the State of Georgia in
the United States Senate from 1972 until 1997.
He now serves as co-chairman and chief execu-
tive officer of the Nuclear Threat Initiative.

ABA Standing Committee Special Program:
Responding to the Department of Justice
Inspector General’s Report on the Use of

National Security Letters

Moderator: Suzanne Spaulding, Principal,
Bingham Consulting Group

Panelists: Valerie Caproni, General Counsel,
FBI

Andrew McCarthy, Senior Fellow, Foundation
forthe Defense of Democracies

Jeffrey H. Smith, Partner, Arnold & Porter and
former General Counsel, CIA

Michael Vatis, Partner, Steptoe & Johnson and
former Associate Deputy Attorney General

Spike Bowman, Senior Research Fellow, Center
for Technology & National Security Policy, NDU

Suzanne Spaulding: I thought whatI would do
tonightis start with a very brief primer on National
Security Letters for those of you who mighthave
forgotten what you have known about them over
the years. National Security Letters have an older

antecedent, but National Security Letters perse
really originated in 1986 when Congress enacted
legislation as an exception to the Right to Financial
Privacy Actand then as an exceptioninthe Elec-
tronic Communications Privacy Act, to permit
senior FBI officials to issue a signed letter request-
ingaccess to certain specified financial records and
communicationrecords on customers from tele-
communications providers, and also [ISPs and the
like. Those National Security Letters were issued
based on specificand articulable facts giving reason
to believe that the customer or entity whose records
are sought is a foreign power or an agent ofa
foreignpower.

About 10 years later, in the mid 90’s, Congress
added additional statutory authority to issue Na-
tional Security Letters for investigations of govern-
mentemployeesrelated to leaks of classified
information, and for access to creditagency records
pursuant to the Fair Credit Reporting Act. That
was primarily to be able to more effectively use the
Rightto Financial Privacy Actauthority which
allowed you to get some bank account information.
The challenge was figuring out which banks to go
to; which banks did this targethave accounts at?
So the authority to go to the credit agencies was to
find out which financial institutions mighthave
records about this target. The Patriot Actthen
made changes to the National Security Letters. It
significantly broadened the FBI’s authority touse
NSLs by both lowering the threshold standard for
issuing them and expanding the number of FBI
officials who could sign the letters. The Patriot Act
eliminated the requirement thatthe information
sought pertained to a foreign power or an agent ofa
foreign power and instead required alower thresh-
old standard that the informationrequested be
relevantto or sought for an investigation to protect
againstinternational terrorismor espionage. The
Patriot Acthad anumber of significant impacts but
mostsignificant perhaps is that the information
sought did not have to be about a person who was
atargetofaninvestigation—it could be about
persons other than the actual subjects of those
investigations, so longasitwasrelevanttoan
investigation. Anditalsoauthorized all 56 Special
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Agents in Chargeto issue these National Security
Letters. The Patriot Actalso added anew National
Security Letter provision—new statutory authority
toissue the National Security Letters thatapplied
notjustto the FBI butto any government agency
thatwas investigating oranalyzing international
terrorism. Allcould now issue, under this authority,
their own National Security Letters, and they could
obtain full creditreports, not just the names ofthe
financial institutions where an individual mighthave
accounts butanything thata creditagency hadona
particularperson. The Patriot Actre-authorization
putsome limits on the National Security Letters,
primarily withrespectto the ability to consult with
anattorney, as well as other provisions which
maybe Spike will explaintous in greater detail.

Italso asks the Inspector General to review the use
of'this authority and report back to Congress. And
thatis what brings us to this evening—the Inspector
General filed areport on March 9,2007. (Inciden-
tally, the same day the Inspector General released a
reporton the use of Section 215--which did not get
nearly as much press attention—but did not find any
abuses ofthat authority and actually made some
interesting findings abouthow ithas been used and
maybe we will have a chance to get into some of
that). What the Inspector General found is that,
after the Patriot Act, the FBI’suse of National
Security Letters increased dramatically—in 2000
the FBIissued approximately 8500 National
Security Letter requests, approximately 39,000 in
2003, 56,000 in 2004, and approximately 47,000
in2005. The Inspector General reported thatin
total during the 3-year period covered by hisreview
the FBIissued more than 143,000 National Secu-
rity Letter requests; and in fact what the Inspector
General saysis that there is a good chance that this
evenunderstates the number of National Security
Letter requests because the FBI database used to
track these requests is inaccurate and does not
include all National Security Letterrequests. The
Inspector General found numerous instances of not
following precisely the procedures laid down for the
use of National Security Letters; he did not find any
indication thatany ofthese were intentional, or
designedto getaround the limits on National

Security Letters or to get information thatthey
could not otherwise getaccess to, butrather that
these were largely aresult of sloppiness or misun-
derstandings or of failure to follow procedures. But
they did find problems in approximately 60 percent
oftheinvestigative files thatthey looked at. The
Inspector General estimates that there may be as
many as 3,000 violations notidentified or re-
ported—violations ofthe procedures for issuing
National Security Letters.

Anotherareathat gotalot ofattention that the
Inspector General focused on and found many
problems was the issuance of “exigent circum-
stance” National Security Letters. These were
issued inemergency circumstances where they
would go to the holder of records, most of the time
withawritten letter but sometimes without, and they
would indicate that there were going to be subpoe-
nas or thatthey had filed for subpoenas to follow
thisup. Butthe subpoenas were never forthcoming.
Also, these emergency petitions were filed under
circumstances that were not necessarily emergen-
cies and they were issued by folks who were not
authorized to issue National Security Letters. So
thisinanutshellisabriefdescription ofthe .G.’s
report, but out of fairness [ am going to ask the
panelists to talk with us about what they think are
the most significantaspects ofthe Inspector
General’s report, or perhaps the most overlooked
aspects of the Inspector general’s report.

Andrew, let’s start with you.

Andrew McCarthy: First, let me say thank you for
inviting me here this evening. Itisapleasuretobe
here.

I'was struck (reading not only parts of the report,
butalso the Director’s testimony) by the small
number of targets that we are actually talking about
here. Suzanne mentioned a couple of hundred
thousand requests. Butthose letters, [understand
fromthe Director’s testimony, concern about
20,000 targets, which if you do the math is less than
1/10" of 1 percent of the people of the US. We
are not talking about an enormous pool of people,

Continued on page 6
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then, and furthermore we are really not talking
aboutthe types of records that Americans should
be shook up about the government accessing and
evenwarehousing.

Forthe most partand perhaps even exclusively we
are talking about third-party records, which the
supreme court has long held do notimplicate Fourth
Amendment concerns, and which frankly are much
easierto obtain, and are obtained with much less
scrutiny, in the criminal justice process than by the
national security division. When a prosecutor—and
I'was one foralmost 20 years—wants these types
ofrecords, he simply writes a grand jury subpoena
and hands it to an FBI agent. The court does not
necessarily ever see it—sometimes there is sloppi-
ness about whether the grand jury everactually sees
itand alot of times the records sit for long periods
oftimereally notscrutinized closely enough. I
would say, having seen how things work in both
systems, that there is much more exactitude on the
national security side of things than on the normal
criminal justice side ofthings. Nevertheless, one of
the effects of9/1 1—unfortunately I think—has
been to force areconsideration ofalot ofthese
tools thatare vital to investigators and which
actually have been on the books and pretty well-
settled, sometimes in excess of 30 years. Soldo
think thatin alot of ways the alarmist value of this
controversy far outstrips the substance ofit.

WhatIdon’tthink has happened, and think needs
to happen, is the Bureau needs to go outand
explaininaway thatis meaningful to people (and I
know many people here are working hard to do
that) how small the substance of what we are
talking aboutis. ButIalso think weneedtodoa
better job of explaining why itis we need National
Security Letters in the first place. Mostofthe
information we are talking about here can be
obtained by other means, and they are means
generally speaking that make people more comfort-
able because they involve some safety valves|
guess. Ifyouhaveto pursue things by, forexample,
a § 215 order under the Patriot Act, there is
involvement of the Justice Department with thatand
ithasto gotoacourt. Administrative subpoenas

aredifferent from National Security Letters—I’d
say astep up from National Security Letters,
because they are really like court process. They can
be enforced more easily than a National Security
Letter, and atleast they give people a sense that
somebody other than the FBI is eyeballing this stuff
before people’s records are obtained.

Ithink having those checks, or explaining why they
are notnecessary, is important because people
need to geta comfort level about this, as the FBI
really has to be our domestic national security
agency. Itlonghasbeen, of course, but you get
these proposals floated quite often now that we
need an MI5 type outfitrather than what we have.
Alotofus whohavebeen in this business think that
would be areal mistake. One question I think the
folks pushing the MI5 ideanever answer, or at least
never answer satisfactorily, is what would be the
downside effect of decoupling what you have in the
FBI, whichisthe law enforcement mechanism
married up with the intelligence mechanism, which I
think works better than the British system. But for
the FBI to be the kind of flourishing national secu-
rity domestic agency thatitneeds to be, we have to
beable to get this information, because the only
safety from terrorismis being able to actually do
things like thatand figure out patterns, and figure
out who the terrorists are. When you have prob-
able cause that means we already know somebody
isdangerous. The biggest challenge we face in our
threatmosaic is figuring out the unknown terrorist.
The FBI can do that better than anyone else. But
they have to be able to give people acomfortlevel
thatthey can have access to this information.

Spike Bowman: [ think Andrew has hit some of
the really major points here. Onthel.G.’sreport
there are two things on which I’d like to comment.
There are alot ofthings I could say about it,
actually, butlam going to limit myselfto two at this
point. The firstis that where the report says that the
Patriot Act broadened and deepened the scope of
the authority and power ofthe FBI with NSL’s:
what he failed to mention, as Andrew just pointed
out, isthatitis basically the same authority and the
same standard that the criminal side has had for
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decades (relevantto an authorized investigation).
Wehad asked for that matching authority for
several years because the standard before the
Patriot Act was a hard one. It was not thata
personis or may be a foreign agent, but thata
personisaforeign agent, whichis a higher standard
than the electronic surveillance standard. Sowhen
the Patriot Act came along, they simply changed the
standard to the same one that the criminal process
has used for decades. Ithink that the [.G. report
disserves the public by not pointing out what
happened.

Inthe second place, [ think the I.G.’s report
disserves the public by notreally explaining what
the intrusiveness ofa National Security Letteris.

As Andrew pointed out, this is information that is
not constitutionally protected. There are three
types of NSL’s that the FBI uses. The most
intrusive one is the one that Suzanne mentioned that
allows you to get a credit report so you can see
whatbanking institutions a personuses. The next
mostintrusive is the credit card transaction, or
banking transaction, and the third one is the tele-
phonerecords, which by Supreme Court case law
have no constitutional protection whatsoever.

Now, whattheI.G. doesn’t mention is that the one
thatisthe mostintrusive is the one used the least,
and thatthe one thatis the least intrusive is the one
used the most. [think thisisareal disservice by not
completing that picture. Whichisnotto say that
this ismuch ado about nothing, but [ am saying that

this is much ado about a lot less than what the IG
report seems to paint on its face.

Andthe final thing [will mention—something the
FBIhasbeen saying for many years, and [ am sure
Valerie will repeatithere inaminute—is thatthe
FBIwill be happy to trade in the National Security
Letterauthority foradministrative subpoenaauthor-
ity. The FBI has asked for that from Congress for
years and Congress has deliberately said no, we are
goingto keep you to the National Security Letters.
This is aprocess that stems from the 1970’s and
the Church Committee Hearings, when it was
decided by Congress to allow the secrecy of
intelligence investigations to be preserved, but, in
return, they would deliberately put stumbling blocks
inthe way getting information thatis more easily
obtained ifyou are onacriminal investigation. So
the NSL is sort ofa hold over from that thought
process going back into the 1970’s. Ithink there
are many ways to approach the issues thatare
raised in the IG report, and I suspect that we will
talk aboutall of them in passing tonight, but I think I
am going to limitmyselfto thatright now and let
Valerie who has been on the hot seat here for the
lastweek to give her thoughts.

Valerie Caproni: Good evening everybody. The
questionwas: Whatwas the most important thing
about the report and, maybe, what has not gotten a
lot ofattention. Iwould say I donot disagree with

Continued on page 8
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what Spike and Andrew have said in large measure,
though I would note that the argument that the
Bureau should be explaining why thisisn’tsucha
bigdeal isnotactually a good strategy, because in
factitis perceived very muchas abigdeal, largely
because when we were fighting with Congress over
extending the Patriot Act, we argued that they
didn’treally need to worry about the National
Security Letters and the standards that were set,
because we have lots of controls in place and this
was not a tool that could be abused. And what the
IG report showed was that our controls were not
thatstrong and we did nothave a vigorous compli-
ance program; we had substantial failures of internal
controls that were not caught by our own internal
processes.

From my perspective this report was a rude awak-
ening. [twas arude awakening because working in
the Bureau,  work with men and women everyday
whoreally do strive to do the right thing—they are
very rules-oriented, itis avery rules-oriented
culture. Peoplereally do try to do theright thing.
Butwhat this showed me is thatas much as they
wantto do the rightthing, youstillhave tohavea
compliance programin place to make sure you are
setting theright policies, giving the right training, and
you are auditing as appropriate to guard against
risks. [ too was an assistant US attorney for many,
many years, and [ have said the same thing that
Spike and Andrew have said many times, whichis,
that the controls that we have in place on National
Security Letters are extraordinary compared to the
controls thatare in place with grand jury subpoe-
nas.

Asabrandnew AUSA, wet-behind-the-ears, |
used grand jury subpoenas to get lots and lots of
telephone records, all the time, and there were no
controls in place. Now, that does not excuse
anything. Butthe differencelthink, anditisa
significantdifference between the criminal justice
structure and the national security structure, is that
the criminal structure is setup as a fairly transparent
system. Ultimately, all ofthose cases are being
worked with the hope and expectation that the
agentis going to puthandcuffs on somebody and

that they are going to be charged and there is going
tobe adefense attorney in the mix and any failures
duringthe course ofthe criminal investigation are
goingtoberevealed, and the agentis going have to
support and defend the steps that he or she took
during the course of that investigation under cross
examination. Thatkeeps people on the straightand
narrow in terms of what the rules are. On the
national security side, in contrast, everythingis done
insecret, and rightfully so. While somenational
security cases ultimately become criminal cases, it’s
by farthe minority. Somany, many cases are
worked and either resolved or closed without ever
seeingthe light of day. Ithink thatthe changed
construct—where we took lots and lots of agents
who were trained and grew up in the criminal world
and moved them over into the national security
world where the transparency was gone—really
imposed on the Bureau an obligation to putinto
place compliance structures that we in factdid not
putinto place.

Ican quarrel with lots of things in the IG’s report.
Suzanne notes that there may be as many as 3,000
unreported errors inuse of National Security
Letters. I cansay, yes, that’s right, but also that
there are liars, damn liars, and statisticians. I can
sliceand dice those numbers lots of different ways.
Based on what the IG says, you can get to that
3,000 number. ButIcanalso tell you that halfof
those are third party errors where there was an
overproduction. I canalsotell youthatalotof
those errors are as minor as in the electronic
communication thataccompanies the NSL and the
NSL notmatchinginall particulars, soitisa
technical policy violation, butitis nota violation of
anyone’srights. I cantell you that some ofthose
errors involve amemo going froma Special Agent
to the Assistant Special Agentin Charge, skipping
overthe Supervisory Special Agent; well, maybe
the supervisor was out of town. So some of the
errors identified were that type of error.

Does that suggest some broad-scale violation of
American’srights? Idon’tthink so. Butthe
numbers are what the numbers are, and it’s kind of
hard to quarrel with them. I think that there are
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things in the report that we think have been over-
blown, having sat through HPSCI’s hearing yester-
day where we were excoriated by the rightand the
leftand everybody inbetween. Thereisalotinthe
report you can fuss at the FBI about, but I think
thatthe one thing thatitreally did show us was that
we need to do a better job of creating a compliance
culture on the national security side, because as we
continue to pour more and more agents into national
security investigations, there is anawful lot that
those agents do on the national security side that
riskintrusions into American’s civil liberties and
privacy interests -- even if NSLs do not particularly
do so. So to me this was a wake up call. T agree
thisis not constitutionally protected information, and
to some extent you want to say to everybody,
“Stop, it’s a phone record for god’s sake.” Butit
has been a wake up call, and I think we are going
to make a lot of changes in terms of how we
operate to answer what is really the root call of this
report, evenif we donot focus exclusively on
National Security Letters.

Michael Vatis: One of the most significant things
that I found in the report was that despite the huge
increase in the number of NSL’s -- and of indi-
vidual requests for information withineach NSL --
there was nota process in place to monitor whether
thatinformation was being obtained inaccordance
withthe FBI’srules, or how this information was
beingused and whether it was being used effec-
tively. Whenyoudon’thave systemsinplace to
deal with such ahuge volume of information, you
typically don’tknow whatis being done with the
information. Thismeans you can’tuseiteffectively,
you can’tshareiteffectively, and youhave no audit
trails, so youcan’tdetermine whetherit’s beenused
legally and properly. WhentheI.G. asked how
much ofthe information derived from NSL’s was
shared with other agencies—whether other intelli-
gence agencies or state law enforcement—the
Bureau essentially could notprovide an answer.
They could say they had shared information, but
they really couldn’ttell how much, because there
are no records of this. So on the one hand you do
have this large amount of information being gath-
ered, including about people who are not suspected

ofbeing terrorists or spies, and on the other hand
youhaveno way of effectively using this information
because the systems are notin place to analyze it
effectively or shareiteffectively. Youendup with
this strange dichotomy of an unintentional abuse of
power thatis also an ineffective use of the authority
giventotheagency.

The thing thatis notsaid in the reportatall, I think,
isthatthis sort of situation was inevitable when
Congress passed the Patriot Act, when it lowered
the threshold foran NSL. Because when you
change the standard from one thatrequires areason
tobelieve thatthe personis an agent ofa foreign
power merely to one thatrequires merely “rel-
evance” toan investigation, you are going to get
overbroad demands for information. The govern-
mentwill getinformation thatreally isnotall that
helpful; and then the information justsits there
because the agency can’t deal with the volumes of
informationithas been getting. Yet, [ don’tremem-
berthe NSL provision being mentioned atall during
the very short debate on the Patriot Act. The NSL
provision got so little attention thatit was noteven
subject to the sunset mechanism (section 215 and
other provisions were subject to a sunset period
whichrequired thatthey bereviewed a few years
later to see how they were being implemented and
whether any abuses were being committed). [t was
notuntil a front page Washington Postarticle in
2005 thatmany members of Congress realized how
much more information was being gathered through
this new authority. So while I do think that thisisa
very importantreport and [ am very happy now that
Congress s finally paying attention to it, the devil’s
advocate thatexists within meis a little bit per-
turbed that Congress is on such a high horse now,
because I think Congress as an institution is partly
responsible for the problem by providing this
authority and thenjustbasically forgetting about it
and notexercising any real oversight for five years.

The lastpoint that I will make is arelated one—the
civil liberties community also by and large did not
pay much attentionto NSL’sall along. Wehearda
lot, starting with the Patriot Actand continuing for

Continued on page 10
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several years about the so-called library provision,
section 215 of the Patriot Act. (Asasidenote,
section 215 involves much more than just libraries,
and gives the government the authority to get “any
tangible things” as partofanintelligence investiga-
tion. Ironically, as 0f2005, the provision appar-
ently has never beenused againstalibrary, prob-
ably in partbecause the real materials you want
fromalibrary are internet-access records, and you
can getthoseusing NSL’s, withouthavingto go to
the FISA court to get a section 215 order). But it
struck me that the civil liberties community was
barking up the wrong tree when it came to worri-
some things inthe Patriot Act. Hopefully they have
learned alesson aboutnot just calling attention to
things that seem to capture the public’s attention but
whichreally are notas importantas other more
obscure authorities or governmentactivities. Be-
cause the IG report on section 215 that came out
the same day as the NSL report shows that section
215really hasn’tbeen much ofaproblem. The
violations have beenrelatively minor. Andsection
215 orders, judging by the numbers at least,don’t
seem to be as important to the government as
NSL’s. Maybe section 215 orders are used to get
really importantinformation, thoughitishard totell
from the IG report. Butin terms of the number of
orders, they are a side show compared to NSL’s.

Jeff Smith: Thank you Michael and Suzanne. We
are happy as always to host here this evening, and
thisisavery importantdiscussion. My ownrolein
National Security Letters has not been on the law
enforcementside, obviously, butonthe intelligence
side, going back to my time at the Department of
State, on the Hill, and at the CIA. Frankly, whenI
was with State and CIA, the frustration was that we
had ahard time getting information that was needed
for counter-espionage investigations, and internal
counter-intelligence investigations. Andinthe wake
ofthe Ames case, it was very clear that the FBI did
not have adequate authority. Joe’s Used Car Lot
could get more information on an American who
was applying to purchase aused car than the FBI
could getinthe case ofareal counter-intelligence
investigation. So I was pleased, frankly, when
Congress expanded the authority touse National

Security Letters. What I found disappointing was
the manner in which the FBIused that authority,
and I think all my colleagues on the panel expressed
surprise as well that the Bureau did not do a better
jobofmanaging orusing thatauthority. AndIam
disappointed for several reasons. One, I believe
thatitundermines Americans’ confidenceinthe
Bureau. AndIthink thatitis critical that Americans
have confidence inthe Bureau.

Thereis, as Valerie said, confidence that when
information s collected through grand jury subpoe-
nas, theuse ofthat information will be subject toall
oftherules ofevidence and constitutional protec-
tions and so on. We have no such confidence that
there will be subsequent scrutiny ofthe use of
information collected forintelligence purposes, and
thatis obviously the difference. One could argue
thateven greater flexibility should be givento the
Bureauto collectinformation forintelligence pur-
poses. There does need to be a great deal of
flexibility, butthe standards for the initial collection,
and the management procedures to authorize the
collectionneed to be of the very highest order and
followed scrupulously because at the other end of
the process there are not the protections associated
with prosecution. And thatseems to be thereal
significance of this report—can wereally trustthe
Bureau to use the authority ithas been given?

I'think arelated question is one thathas come up
recently about affidavits supporting applications in
the FISA court. Again, very disturbing to those of
us who are strong supporters of what the Bureau
needs to do. [ suspect my colleagues share some
ofthose concerns. I also believe thatitis interesting
that this report was mandated by Congress—that it
was notsomething generated internally, but wasa
resultof congressional persistence. Iwould have
feltalittle better, I suppose, ifthe Bureau had
started this onits own. I think this sort of thing, ifT
were the Director, | would rather discover this on
my own rather than being mandated by Congress.
Asfaras whatis missing in the report, [ agree with
what Michael justsaid. Youdon’tknow fromthe
reporthow the information was used, what was the
value ofthe information collected. The report talks
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a good deal about how the IG was told that various
field officers were certain it was of value. I think it
wouldbe very interesting to know how valuable it
was. Now, I don’t think the agents who are
unbelievably busy should be going around filing lots
of reports on the value of what I did at work today.
On the otherhand, it would be useful to find some
way of knowing whatthe value was. Certainly in
the intelligence business a good deal of effortis
spenttrying to figure out what the value is of all this
stuffthathasbeen collected.

And finally, onthe issue of longterm impact—the
issue of confidence in the Bureau—I have been one
who has argued for some time that we doneed a
domestic security service separate from the FBI.
My own suggestion would be to separate the
national security division from the Bureau, butleave
itas part of the Department of Justice. [ am of the
view, and have been for some time, that the inherent
conflictbetween law enforcementand intelligence is
so fundamental that putting both in one agency does
notreally work. Itis notunlike having the State
Departmentand the Defense Departmentin asingle
department. The functions are so different, the
statutory grounding for what they do is so different,
that I would like to have them separate. [under-
stand the arguments, particularly that the fact that
information gathered may beused in court will
preventabuses. I think thatis what Andrew was
talking about. It may be that this report sort of cuts
againstmy argument that you can trust the Bureau if
yousimply give them the attorney general guidelines
youdon’tneed the threat or the inherent enforce-
ment—the disciplines we have talked about. .. In
any event, [ am happy to discuss that. [ know [ am
inthe minority, particularly in this group, butIdo
think itis an important issue that at some point will
cometo the floor again.

Suzanne Spaulding: Well,andI don’tthinkitisa
surprise that some of our speakers have moved toa
broader discussion aboutdomestic intelligence. Itis
certainly something I would like to see Congress do
as well, to not just address each of these issues as
they come up piecemeal but instead to take a step
back and look comprehensively at the challenges of

domesticintelligence collectionand craftacoherent
legal framework for thatnew aggressive way of
lookingatourinvestigative efforts. AndIwas
struck too at the standard for National Security
Letters, that Spike said was broughtin line with and
isthe same as the criminal standard. [ have always
argued that the criminal standard is actually funda-
mentally different, to talk in terms of an investigation
to protectagainst international terrorism versus an
investigation into criminal activity—and that the
formeris potentially farbroader. AndIwonderif
that may be partly what accounts for the greater
numbers. The numbers ofthe National Security
Letter requests and the dramatic increase since 9/
11—there are intuitive, obvious potential reasons
for that, and the numbers are potentially meaning-
less. Butl am wondering with this smart group up
here whether we can draw any conclusions or
detectanything. Whatcan we read into, what can
we tell from thatincrease innumbers? What should
we think about that?

Valerie Caproni: I think what I would say is the
numbers are very, very difficultto parse given the
numbers thathave been made public, although we
have made public more numbers than have ever
been made public before. The report says that the
vastmajority of National Security Letters are issued
under the Electronic Communications Privacy Act
(ECPA), so the vast majority are for telephone
records. Now remember that within telephone
records we have NSL’s for both billing records and
for subscriber information. I think mostpeople
would view subscriber information as fairly innocu-
ous -- information that in the old days was public.
When everybody had aland line youcould gotoa
crisscross directory and get subscriber information
for telephone numbers, so on Spike’s continuum of
intrusiveness, | would say that subscriber informa-
tionisnon-intrusive. The numbers beyond thatare
notin here because they are classified. Butasa
general matter, the more intrusive the tool gets, the
lessitisused. Interms of'the total numbers to look
at, think about the fact that the declassified report
shows that we have gotten information on approxi-
mately 18,000 people per year. Now, that is not

Continued on page 12
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necessarily 18,000 different people, because one
person—we could have gotten information on him
in 2003, 2004, 2005, so he will show up in each of
the bar graphs. Andthose numbersnecessarily and
always are going to be a little bitsquirrelly because
they rely on people’s names; so John Doe is the
same as Johnny Doe is the same as Mr. and Mrs. J.
D.Doe. Sothose numbers are neverreally precise,
sowe are talking about approximately 18,000
people.

Well, if you think about just the standard investiga-
tion where we need telephone records for just one
person, you are going to have atleast 3 NSL’sinall
likelihood, because you are going to want the
person’s land line, their cell phone number, their
office number and maybe a fax number. So, ifyou
take that 17,000 or 18,000 people and you start
looking athow many requests a standard investiga-
tion would need just to get the basic information on
aperson—whois he in contact with?—you are
talking abouta factor of 3 or4, and if you are doing
afinancial investigation on him, youaretalking
aboutabank, an American Express card, a Visa
Card. And so youstart, and if you look at the total
number of people and you use those metrics to look
atthe total number, the total number does not look
unreasonable to me. Itlooks like about what you
would expect given the number of people being
investigated. Interms ofthe number of people
being investigated, as Andrew said, it’s asmall
percentage ofall peopleinthe US. And further,
remember that post 9/11 the Director said—and he
saiditpublicly—every terrorism lead will be
followed up. Andalso during that period of time
we had the British bombings, we had the Madrid
bombings, we had the guys in Canada that got
arrested, and I could keep going with the number of
threats—there have been huge numbers of threats
all of which have to be rundown in terms of'their

US contacts.

Andrew McCarthy: [ just want to answer that
briefly. Whenever I getin one ofthese discussions
one of the things, especially inalegal setting, which
iswhere a lot of these panels tend to take place—
what gets glossed over I think is something very

fundamental which resonates with ordinary people
who are outside the legal system ina way which I
think perhaps itdoesn’t with lawyers groups. And
thatis the reason that we have all the safeguards
that we have in the criminal justice system is be-
cause we are talking about depriving people’s
liberty. That’s the fundamental assumption that we
aretalking about, and all those safeguards are in
place because we have a philosophical premise that
we operate from which is that we would prefer to
see the governmentlose—we would actually prefer
to see a guilty person go free than run an undue risk
thatan innocent person would have his liberty taken
away or have his privacy unduly disturbed. Thatis
asitshould be. Thatis our system. Itisthe envy of
the world and thatis why itis the envy of the world.
But whatwe are talking about here is not taking
people’sliberty away.

What we are talking about here is really noteven
the reputation of the FBI, although the reputation of
the FBIis crucially important. Whatwe are talking
abouthere is the national security of the US. In
order to protect it from an enemy that operates in
stealth, that doesn’thave a territory to conquer ora
treasury we can take away and make them disap-
pear, the only defense that we have against them s
collectingintelligence: findingoutwhotheyare,
mapping out their networks and trying to figure out
whatthey are going to hitand not let them hitit.
The only way that you can effectively do thatis to
over-collect. Valerie said before, what’s the big
deal? Youknow, thisis abigdeal and obviously
the FBI should treatitas abigdeal. Itis mainly a
big deal to people who are in the privacy lobby,
frankly, and people up on the Hill. I think for most
Americans—and [ don’texpect the FBI to say this,
butlam going to say it—it’snotabig deal. Ifthey
getyour phone number and they get your sub-
scriber information and they get your callsand
that’s what they need to do in order to map out
information in order to figure out where the threats
are, you know, that’s notabig deal.

Michael talked about volumes of information being
collected on people who have really notdone
anything wrong. Getonaplane, try to gointoa
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publicbuilding. Every one of you—every one of
us—is subjected toamuch more intrusive search,
and in that sense amuch more intrusive challenge to
our privacy, than what we are talking about here,
whichis enabling the agency that weneed tobe an
effective domestic intelligence agency todo the only
thing that we can hope is our defense against
terrorists, which is to figure out who they are and to
try to stop them. What I worry about when I hear
discussions like thisis we have a fairly fresh history
of over-regulation and over-correction where these
civil liberties issues come up. And very often they
are hypothetical violations and sometimes they are
real violations, but they are very minor in the greater
scheme of things. Ourtendency when putting in
compliance programs, which is an admirable thing
to do, is to over correct. And over-correction is
fine inthe criminal justice system because it means
thatpeople’s liberty is better protected. Butthose
principles don’tcarry over well into national secu-
rity because if we over correct and we do not get
the information we need, then we are talking about
thenext9/11, which could be alot worse than the
lastone.

Spike Bowman: I’d like to add one thing to what
Valeriesaid. [thinkitisreally very important to
keep inmind thatifyou are investigatinga person
you are probably going to end up with quite a few
NSL’s on that person or ones related to that
person. Butthere is another aspect of this, too, and
itissomething thatis kind ofhard tokeepina
frame of mind because most people have not lived
through it. Iwas anintelligence officer in the Navy
before being sent to law school and within two
years of graduating from law school I was thrown
back into intelligence by being sent to the National

Security Agency, right after the Church Committee.
It was atthat point and time that we (the govern-
ment) wrote a lot of the stuffthatisreally relevant
today inthe way of privacy. The Privacy Acthad
justbeen written, the Freedom of Information Act
had justbeen written, the Right to Financial Privacy
Actwasbeing written as [ got there—the Executive
Orderregulating the Intelligence Community was
being rewritten (Executive Order 12333). Proce-
dures for the order were being developed after
got there and we worked on that. But the point of
all ofthisis at that pointin history we were, for
intelligence purposes, focused on the Cold War; we
were focused on spies in the US, we were focused
oncollecting information on particularized individu-
als. Thereis ahuge difference I think today when
our primary investigative task is to prevent terror-
ism. Youarenot focused so much on anindividual
as you are focused on a threat. So one of the things
you haveto do is figure out how you focus your
efforts where you can defeat the threat. Whenyou
are talking about terrorism (unlike espionage) one
ofthe most valuable tools you can get, believe itor
not,isaplain old telephone number, because then
you can use the capabilities we did not have thirty
years ago in link analysis to try and figure out who
people are talking to. A lot ofthe NSL’s that are
issued help wash out people because we find out
they are talking to Domino’s or something, and not
to some bad guy or network ofbad guys. The
unfortunate thingis we don’thave the records to
know exactly how we used each one of these
things. Butusing telephone records related to
terrorism and link analysis is one of the most
importanttools we have, and that is one reason we
see alot of NSL’s out there, because we don’t

Continued on page 14
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want to keep investigating orkeep a suspicionalive
onsome individual who does not deserve it -- and
frankly we clear outalot of people for whom there
was an original suspicion by these very, very low
intrusive means.

Suzanne Spaulding: Andrew talked about the
potential for overreaction, and clearly thiskind ofa
report—what we are seeing on the Hill is atleasta
lotof pressure or interest in taking some action. [
guess what I would like to move us to next, briefly,
isto talk aboutand get the views of this panel on
the appropriate next steps. And Valerie, [ know
that the Bureau has already taken some steps to
address thisand [ want to give you an opportunity
to talk to us about the new guidelines for emergency
NSL’sand other steps that the Bureau has already
taken. AndthenIwouldloveto getthe panelists
thoughts on whether there is an appropriate action
for Congress to take at this pointin light of what’s
been learned from the IG Report. And then
broader than that, is there an opportunity to use the
Congressional interest in this to focus finally on this
issue (Mike, as you have indicated, there has been
sortofalack of focus, interest or oversight) to look
atnotjustthe problemsidentified in the IG Report
but to step back and look at the National Security
Letterauthorities generally, and consider whether
there is a better way to authorize appropriate
collection activity in this area by the Bureau. Does
itmake sense, forexample, to have this authority
spread out in different parts of the US Code
because they are going after different records and
to provide exceptions to privacy requirements in
differentarenas, or would it make sensetohavea
single statutory authority with uniform standards and
guidelines and procedures? Valerieifyouwould
like to start with the changes thathave been made
so far, that would be great.

Valerie Caproni: We have made a few changes
already,and we have others in the pipeline. The
firstonerelates to what Suzanne described as the
exigent letter problem. Andjusttoexplaininalittle
moredetail what the exigent letter problem actually
was, as opposed to the way it has been portrayed
inthe press: there is asingle unit within headquarters

thatdoes virtually all of our analytical work with
telephones and telephone numbers. So after the
subway bombings in England when the Brits gave
us telephone numbers of the British suspects, those
numbers were very quickly analyzed to determine
whether the British bombers were in contact with
U.S. counterparts. Thisis theunitthatdoes that
work, so they spend alot of time working under
incredibly stressful circumstances. Thisisnotto
excuse them for what they did butto justexplain the
environmentthey work in. They, for reasons that
are lostin the midst ofhistory, had taken to doing
the following: They would give the carrieraletter
thatsaid: “there is an emergency, and we need
telephone records on the following numbers”—
maybealistofnumbers. And the letteralso said,
“we have already requested a grand jury sub-
poena.” That was false after the very early days of
this, but what they were supposed to do is promptly
requesta National Security Letter. The IG found
thatletter tobe onits face illegal, whichIdon’t
agree with.

Inmy view, ifused properly -- ifused when there
truly was an emergency circumstance --itwasa
legitimate invocation (althoughnot very well written
(nolawyerhad seenit)) ofthe provision 18 U.S.C.
§2702. Section 2702 allows a carrier to voluntarily
provide information to law enforcement ifthere isan
emergency. [ think the carriers were entitled to rely
onthe FBI’s statement that there were emergency
circumstances. And the promise of future process,
tome, was a “‘belts and suspenders” issue. The
carrier was entitled to give us the information with
no process, butitcertainly didn’thurt anything for
us to follow it with process. Moreover, following
the request with process gaverise to congressional
reporting. Ifitisjustavoluntary production of
records, there isno congressional reporting. Sothe
“belts and suspenders” approach did not bother
me. Butitbothered the IG: so that structure for
these exigent letters—where they ask for emer-
gency disclosure and promise subsequent pro-
cess—hasnow beenbanned. Agents can continue
to getrecords in an emergency pursuantto a letter
thathas been drafted and reviewed by an attorney
thatspecifically invokes 2702—itspecifically tells
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the carrier that this is a voluntary act on their part to
provide us with the records, and it does not prom-
ise future legal process, so that’s been done and
hopefully that problem will notrepeat itself.

Another thing that we have done concerns our
advice and training for National Security Letters.
Ouradvice was in lots of different places—it was
all available on our intranet website, butit was all
overtheplace. Wehave collecteditallinone
documentso it will all go out as sort of the master
handbook of National Security Letters—everything
you ever wanted to know but were afraid to ask—
allinone handy place and written in plain English.
We think that will probably help as well. We are
providing mandatory training forall of those in-
volved with the issuance of National Security
Letters. Wehave now mandated the legal review
ofall National Security Letters. All of those things I
think will improve just pure compliance. Weare
also developing an automated system in order to
produce National Security Letters. Rightnow an
agent who wants a National Security Letter for,
say, atelephone number, has to type that number
twice. Needless to say you end up transposing
digits because you are typing those numbers twice.
Furthermore, for our congressional reporting, we
“fat finger” all of that information into a separate
database, so there is yet another opportunity for
error. This entire process is going to be combined
into one workflow where an agent will be able to
say, “I want an ECPA NSL that can be served on
Verizon, and the telephone number is xxXx-XxXxx,”
and the machine itselfwill self-populate the elec-
tronic communication and the National Security
Letter. Itwill automatically grab the statistics that
weneed for congressional reporting. Werealized
this problem on our own—we didn’tneed the
Inspector General to tell us about it; butas with all
software development, itis taking a while. Wewill
probably roll it out this summer. So I think we are
doinganumber of things.

The other thing we are doing, as  indicated, is
recognizing the need for compliance—not just for
National Security Letters butreally for national
security investigations at large. AsIkeeptellingthe

director, who is probably the least patient human
being in America, we have gotto get thisrightand
getting itrightis more important than getting it fast,
so we are trying to figure it out. [ am open to
suggestions from all of you smartlawyers who
advise private companies and not-for-profits all the
time on how to create acompliance program (much
the way private companies have) withina world of
afederal agency. How do you do that? What
does itlook like? To whom does it report? Where
doesitsitwithinthe organization? What’s the
functional equivalent ofan independent audit
committee? How do we set thatup? Any sugges-
tions ya’llmighthave we are open to because this is
very much in the formation stage.

The conversation continued at this point with
additional discussion among the panelists and
questions from the audience. The full audio of
the panel can be obtained from the SCOLANS
website: Part 1 (http://www.abanet.org/
natsecurity/multimedia/WS 30059 ptl.rm) and
Part 2 (http://www.abanet.org/natsecurity/
multimedia/WS 30059 pt2.rm).

If you are interested in exploring national
security letters further, consider the following
materials (especially the revised FBI guidelines):

* The Inspector General’s Report on National
Security Letters: http://www.usdoj.gov/oig/
special/s0703b/final.pdf

* FBI Statement in Response to IG Report
(March 9, 2007): http://www.fbi.gov/pressrel/
pressrel07/nsl030907.htm

* CRS Report: National Security Letters in
Foreign Intelligence Investigations: Legal
Background and Recent Amendments (March
20, 2007): http://fas.org/sgp/crs/intel/
RL33320.pdf

* The revised NSL Guidelines (June 1, 2007):
http://www.epic.org/privacy/nsl/
New NSL Guidelines.pdf
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In Case You Missed It ...

Staying current in the field of national security law is never easy. Every week there are significant new opinions,
statutes, indictments, reports, articles, and any number of other developments. Many of these items prompt coverage
in the major media outlets, but some fly beneath the radar. In an effort to assist practitioners and scholars in keeping
up to date with these events — and in particular to provide ready access to primary sources in electronic format —
Professor Robert Chesney of Wake Forest University School of Law maintains a listserv for professionals and
academics working in this area. “In Case You Missed It...,” featuring selected posts from that listserv, will be a
recurring item on the back page of the National Security Law Report. Those interested in subscribing to the listsery
may do so by contacting Professor Chesney at robert.chesney@wfu.edu.

o United States v. Abdi (S.D. Ohio) - Agreement in which Nuradin Abdi pleads to one count of
conspiring to provide material supportin violation of 18 U.S.C.2339A, based on his attempts
to obtainmilitary-style training overseas and his involvement with [yman Faris and otheral
Qaeda-linked suspects inthe U.S.

o Guantanamo transfer temporarily blocked - Order by the D.C. Circuit temporarily precluding
the repatriation of Guantanamo detainee Ahmed Belbacha to his home country of Algeria, in
order to permit consideration of the merits of Belbacha’s claim that he should notbe
transferred in light of the risk that he will be tortured.

o United States Military Academy Combating Terrorism Center, “An Assessmentof 516
Combatant Status Review Tribunal (CSRT) Unclassified Summaries” (July 25,2007),
availableathttp://www.ctc.usma.edu/CTC-CSRT-Report-072407.pdf

e United States v. Awan (E.D.N.Y. July 17,2007) - Opinion by Judge Sifton declining to
impose the “terrorism enhancement” under the Sentencing Guidelines. Awanhadbeen
convicted on material support charges in connection with the provision ofaid to the Khalistan
Commando Force (KCF), but Judge Sifton concluded that the mens rearequirement of the
terrorism enhancement nonetheless had not been met (as there was reason to believe Awan
acted forreasons other than a desire to coerce or intimidate a government or civilian
population).

o Executive Order: Interpretation of the Geneva Conventions Common Article 3 as Appliedtoa
Program of Detention and Interrogation Operated by the Central Intelligence Agency,
availableathttp://www.whitehouse.gov/news/releases/2007/07/20070720-4.html

o Bismullahv. Gates (D.C. Cir. July 20,2007) - Opinion by the D.C. Circuit construing the
scope of thereview itmay conduct withrespect to Combatant Status Review Tribunal
determinations, pursuantto the Detainee Treatment Act. Avaliableat: http://
pacer.cadc.uscourts.gov/docs/common/opinions/200707/06-1197a.pdf
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