Coordinating Efforts to Secure
American Public Water Supplies

Tim De Young and Adam Gravley

1t bas long been recognized that among public
utilities, water supply facilities offer a particular-
ly vulnerable point of attack to the foreign agent,
due to the strategic position they occupy in keep-
ing the wheels of industry turning and in pre-
serving the bealth and morale of the American
populace.
J. Edgar Hoover
First director of the FBI, shortly before the
Japanese attack on Pearl Harbor (1941)

ecent media reports claim that Taliban forces in

Afghanistan, employing a warfare tactic used in

ancient Rome, placed dead animals in communi-
ty wells to pollute the water supplies of recalcitrant
villages. Closer to home and months before the Septem-
ber 11 attacks, the FBI alerted water utilities across the
nation that it had received a signed threat, later deter-
mined to be a hoax, that an identified terrorist group
intended to disrupt water operations in twenty-eight
U.S. cities. Just one month after the tragic events of
September 11, a spokesman for the East Bay Municipal
Utility District in California reported that thieves had
stolen several maps describing the water supply infra-
structure for twenty-two San Francisco Bay Area cities,
including Oakland and Berkeley, along with a tool used
to open water valves.

Shortly thereafter, Environmental Protection
Agency (EPA) Administrator Christine Todd Whitman
assured the American public that the likelihood of a bi-
ological or chemical attack on U.S. water supplies is ex-
tremely small because of increased security and in light
of the so-called dilution effect, whereby an extremely
large quantity of any known pollutant would be re-
quired to contaminate an entire system. At about the
same time, EPA issued a white paper providing guid-
ance to water utilities on immediate steps to take to en-
hance security. Agencies have stepped up training on
how to assess vulnerability, the FBI has issued advice to
every law enforcement agency in the country of steps
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that can be taken to detect and prevent threats to
water systems, and several bills have appeared in the
U.S. Congress promising millions of dollars to protect
the nation’s critical water supply infrastructures.

How secure are our public water supplies? How
likely is an attack and how much destruction could re-
sult? Are water service providers taking necessary pre-
cautions? Do they have adequate resources to respond
to the threat? What will an effective response cost, both
financially and in terms of restrictions on freedom of
information and the public’s right to know? Will the
patchwork quilt of private, quasi-public, and public
water supply systems inhibit or even prevent the imple-
mentation of sufficient safeguards? Will this diverse sys-
tem need to be reformed to allow a coordinated and
effective response? Should federal security standards
apply to all water systems? In the aftermath of Septem-
ber 11, an impressive array of public agencies, private
utilities, and industry trade groups are striving to an-
swer these complex and difficult questions.

To assist these efforts, this article first briefly de-
scribes the risks involved, including the possibilities for
deliberate attacks and the areas of vulnerability. As part
of this analysis, we characterize the potential “targets,”
the water systems that constitute the complex and
highly fragmented infrastructure of America’s water
supply systems. We then survey the initial institutional
responses with a particular focus on the challenges and
obstacles. Finally, we identify and discuss potential lia-
bility and related legal and policy issues that will need
to be addressed as the struggle to protect public water
supplies continues.

What Are the Risks?

One wacko who understands hydraulics and
(has) access to a drum of toxic chemicals could
inflict serious damage to a water supply in a
neighborbood or pressure zone without detection
pretty quickly in most communities.
Gay Porter DeNileon, journalist and member
National Critical Infrastructure Protection
Advisory Group (2001)

It would take large amounts of contaminants to
threaten the safety of a city water system. Because
of increased security at water reservoirs and
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other facilities around the country—and because
people are being extra vigilant as well—we be-
lieve it would be very difficult for anyone to in-
troduce the quantities needed to contaminate an
entire system.
Governor Christine Todd Whitman
EPA Administrator (2001)

Opinions vary on the susceptibility of public water
supplies to terrorist attacks as well as the likelihood of
such attacks. There is far less dispute about the needs of
water utility customers. Water users require sufficient
quantities, adequate pressure, and a reliable, uninterrupted
supply of potable water. Deliberate acts that undermine
any of these requirements could have devastating impacts
on human health and safety, as well as on the economy.
Destruction of key operating system components, such as
storage facilities, could jeopardize water quality and quan-
tity. Less obviously, a well-placed bomb could cause severe
flooding resulting in loss of human life, property damage,
and unacceptable costs to the natural environment. Re-
duced water pressure could, in turn, undermine firefight-
ing efforts. Adequate water quantity and quality is not only
required to protect public health, clean water is essential
for certain key industries to produce power, process food,
and manufacture essential products.

As a result of the anthrax scare, public attention
understandably has been focused on biological or
chemical weapons. However, physical attacks on water
system components pose a more likely and therefore
more significant threat to public water supplies. Physi-
cal attacks could include the destruction or release of
chlorine and other hazardous chemicals used for water
treatment. The release of chlorine gas could be deadly
within the immediate area of the treatment facility, but
the interruption or alteration in the supply of chemi-
cals to the treatment plant preventing disinfection
might have more widespread impacts. For any type of
physical attack, damages will increase to the extent that
alternative water sources are not available.

Because many water systems are governed by high-
ly sophisticated computer systems, much damage could
be done by simply destroying or altering computerized
controls. The threat of cyber attacks on automated sys-
tems used by water utilities should not be underestimat-
ed. A hacker hypothetically could modify water quality
detection systems, steal sensitive information, and prevent
or disrupt water deliveries. In recent years, EPA and other
agencies and groups have sponsored workshops to pre-
vent cyber attacks. Such outreach is likely to increase.

As reflected in EPA Administrator Whitman’s com-
ments to Congress, experts generally believe that the so-
called dilution effect will prevent the successful
introduction of a toxic chemical or microbiological agent
unless massive quantities are used. Two researchers,
Jonathan Tucker and Amy Sands, conducted an exhaus-
tive literature search and found only one documented
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death in the U.S. due to intentional water contamination.
(Their article,“An Unlikely Threat,” was published in the
July/August 1999 issue of the Bulletin of the Atomic Sci-
entists.) Moreover, nearly all known biological warfare
weapons are most effective via aerosol application. Chem-
icals intentionally introduced for water disinfection his-
torically have posed more of a health threat than acts of
chemical or biological sabotage. Since September 11,
there have not been any specific threats against any
American water supplies, according to the American
Water Works Association (AWWA), a trade group with
57,000 members.

If there is one lesson to be learned from September
11, however, it is that even the most unlikely events can
occur with devastating results. The particular method
used by the terrorists on that date—using hijacked com-
mercial airliners as weapons against buildings—was un-
precedented. While it is encouraging to know that few
successful attacks on public water supplies have oc-
curred, for the same reason past experience will not help
us predict future attacks. While it may be relatively easy to
protect water sources and treatment plants from contami-
nation, extensive distribution systems provide multiple ac-
cess points. For example, if a pollutant is injected into the
end of a water line at a higher pressure than the pipe’s ex-
isting pressure, then the pollutant could enter the system
unless there is backflow protection. Some water utility of-
ficials believe that the leading threat to the nation’s water
supply may be the use of backflow pressure to introduce
poisons into local water distribution systems.

Unfortunately, some infectious agents and a few bio-
toxins are unaffected by chlorination. Not surprisingly, the
Centers for Disease Control and Prevention is increasing
research on the waterborne viability and resistance to dis-
infection of various agents including smallpox, botulinum
toxin, and hemorrhagic fever viruses. At this time, little is
known about the extent of risk posed by these materials.

Security measures obviously should be designed to
prevent attacks, but continuous monitoring and rapid re-
sponse capabilities also must be developed. In any
event, physical attacks on water systems, including com-
puters, would appear to constitute the primary threat.

Increased Security May Further Stress the
Aging Water Supply Infrastructure

To think of water infrastructure as integrated on
a national level is simply inaccurate. It is, in fact,
many thousands of separate infrastructures
across the country, with vastly different bistories
and needs.
Peter Cook, Executive Director
National Association of Water Companies (2001)

American water supply systems range from mas-
sive, well-known federal and state irrigation, flood con-
trol, and drinking water projects down to part-time
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single well systems providing water during the tourist
season at a campground. EPA estimates that approxi-
mately 170,000 public water supply systems provide
water to more than 250 million Americans including
about 54,000 community water systems and more than
20,000 noncommunity water systems serving schools,
factories, and other facilities with their own supplies.
The sheer number of public, private, and quasi-public
systems poses a significant challenge to any attempt to
implement a coordinated, effective response to the
threats of terrorism. Beyond the numbers, the realities
of the existing infrastructure include unprotected reser-
voirs, systems with inadequate or no treatment capabili-
ties, minimal real-time quality and pressure monitoring,
open distribution systems, aging infrastructure, limited
resources, stricter quality standards, and significant
growth in demand.

n appropriate response to the terrorist attacks
A should be a renewed focus on the increasing

inadequacy of the nation’s water supply sys-
tems. The U.S. Census Bureau has documented a 9
percent increase in the number of water-consuming
Americans in the 1990s and an 80 percent increase
since 1950. Moreover, the number
of water users is predicted to grow

top priority and, second, preference should be given to
the renovation of basic infrastructure.

It should not be necessary to start from scratch to
secure water supply systems, however. All large sys-
tems, and many small ones, have implemented emer-
gency response plans. Because most plans primarily
address accidental spills and natural disasters, intention-
al acts can be addressed as such plans are updated. For-
tunately, guidance and tools are being developed both
by trade organizations and federal agencies as discussed
in the following section.

Initial Institutional Responses to Protect
Water Supplies

Protection of public water supplies is central to gov-
ernmental efforts to increase the nation’s security and
preparedness following September 11. The immediate re-
sponse for water supplies has focused on three areas: in-
formation and communication, research and training, and
risk assessment and response planning. Because much re-
mains to be learned about the scope of potential threats
and the vulnerability of existing systems, the specific ele-

ments of a long-term program re-
main unknown.

from more than 270 million in
2000 to an estimated 390 million
in 2050. A recent AWWA report es-
timates that to respond to increas-
ing demand more than $250
billion may be needed over the
next thirty years simply to replace
worn-out components. This esti-
mate does not include the costs of
refurbishing wastewater infrastruc-
ture, compliance with new drink-
ing water standards, or improving
security. A study by the Water In-

Low-cost security measures
should receive top priority
and second preference
should be the renovation

of basic infrastructure.

Initial responses of the federal
government and national trade or-
ganizations are encouraging. The
national strategy appears to proper-
ly emphasize the need to coordi-
nate efforts of numerous executive
departments, federal agencies, state
and local governments, water sup-
ply associations, and other private
entities. A veritable alphabet soup
of governmental agencies and in-
dustry associations has assumed re-
sponsibility for water supply

frastructure Network in 2000 simi-
larly estimates that $23 billion per
year is needed for the next twenty
years just to preserve current health standards and re-
place crumbling infrastructure. Making needed im-
provements to aging water supply infrastructure in
and of itself will be expensive. The emerging consen-
sus that increased security also is required exacer-
bates the problem.

On the one hand, security concerns may act as a cat-
alyst to increase spending on crumbling infrastructure.
As systems are rebuilt and expanded, security protection
can be incorporated during the design process. On the
other hand, securing funds for water supply systems may
be a zero-sum game in which basic infrastructure im-
provements and security compete for funds. It does not
make much sense to have secure water systems which
otherwise are unable to meet the requirements of water
users. First, low-cost security measures should receive
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protection programs. See sidebar,
page 149. As a result, success will
largely turn on the ability of these
entities to coordinate their efforts effectively.

The Bush administration has emphasized the need
for coordination in its designation of public water sup-
ply as a key infrastructure following September 11. On
October 16, 2001, President Bush established the Criti-
cal Infrastructure Protection Board to coordinate pro-
tection programs to secure information systems and
physical assets in water, along with seven other critical
infrastructure sectors. Exec. Order No. 13,231, 66 Fed.
Reg. 53,063 (2001). The Critical Infrastructure Protec-
tion Board’s efforts are to be funneled through the Of-
fice of Homeland Security established eight days earlier
by the President. Exec. Order No. 13,228, 66 Fed. Reg.
51,812 (Oct. 8,2001).

The federal government began to focus on protect-
ing the nation’s water supplies and infrastructure from
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potential terrorist attacks relatively recently. In 1998,
the Clinton administration issued Presidential Decision
Directives (PDD) on combating terrorism and critical
infrastructure protection that set forth key elements of
a policy to protect critical infrastructures, including
water supply, from physical and cyber attacks. PDD 63
designated EPA as the lead agency for the water supply
sector and provided for a private-sector counterpart.
Initial water supply protection steps taken by the Bush
administration appear to build upon, rather than re-
place or duplicate, the policy and organizational struc-
ture established by the Clinton administration. EPA
continues to be the lead agency and other offices creat-
ed by PDD 63 were retained. Building on the existing
framework seems logical and efficient in light of the ur-
gency created by September 11.

The Critical Infrastructure Protection Board com-
municates with the private sector and state and local
governments through the National Infrastructure Pro-
tection Center and the Critical Infrastructure Assurance
Office. Housed within the FBI, the National Infrastruc-
ture Protection Center serves as the national focal
point for threat assessment, warning, investigation, and
response to attacks on critical infrastructures. The Criti-
cal Infrastructure Assurance Office’s mission is to inte-
grate plans for separate industry sectors into a national
plan, assist federal agency analyses of critical infrastruc-
ture dependencies, and promote national education
and awareness programs. The directors of the Critical
Infrastructure Assurance Office and the National Infra-
structure Protection Center serve as members of the
Critical Infrastructure Protection Board. The relation-
ship between these offices and their ongoing activities
will be developed further over the coming months.

The federal government lacks the resources to
communicate directly with each of the nation’s approx-
imately 54,000 community water systems. The Clinton
administration encouraged public-private partnerships
to reduce vulnerability to attacks and initiated mecha-
nisms for two-way communication and information-
sharing with water industry groups. In 1998, EPA
designated the Association of Metropolitan Water Agen-
cies as the private-sector liaison to the federal govern-
ment for water supply protection. This industry
organization, along with the AWWA and other groups,
continues to have significant responsibility for develop-
ing and implementing water supply security programs
under the Bush administration. For example, EPA re-
cently provided grant funding to the Association of
Metropolitan Water Agencies to further develop an in-
formation-sharing and analysis center to help dissemi-
nate security information and knowledge among
drinking water utilities.

The Association of Metropolitan Water Agencies
heads up another coordinating group, the Critical Infra-
structure Protection Advisory Group. Other members
of this advisory group include the Association of State
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Key Agencies and Organizations
in Water Security Issues

Environmental Protection Agency (EPA) is the
lead agency for coordinating drinking water
supply security programs.

Critical Infrastructure Protection Board is or-
ganized under the Office of Homeland Security
to coordinate a protection program to secure in-
formation systems and physical assets in water
and seven other critical infrastructure sectors.

Critical Infrastructure Protection Advisory
Group coordinates efforts and communica-
tions within the water supply utility sector and
is led by the Association of Metropolitan Water
Agencies.

Critical Infrastructure Assurance Olffice inte-
grates separate industry sector protection into
a national plan, assists federal agency analyses
of critical infrastructure dependencies, and
promotes national education and awareness
programs.

National Infrastructure Protection Center ex-
ists under the FBI to serve as the national focal
point for threat assessment, warning, investiga-
tion, and response to attacks on critical infra-
structures.

American Water Works Association (AWWA) is
the largest scientific and educational association
representing drinking water supply
professionals, with approximately 57,000
individual members and 42,000 water utility
members.

Association of Metropolitan Water Agencies is a
trade association, which has been appointed by
EPA as the water-sector liaison to the federal
government. It leads the Critical Infrastructure
Protection Advisory Group.

National Association of Water Companies is a
200-member association of private and investor-
owned drinking water utilities.

Sandia National Laboratories is a Department
of Energy research facility based in Albuquerque,
New Mexico.
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Drinking Water Administrators, AWWA, National Associ-
ation of Water Companies, and other water supply or-
ganizations. The current goals of this group are to
promote water supply vulnerability assessments and
emergency procedures for response and recovery, over-
see development of an information-sharing and analysis
center, and suggest areas for continued research and de-
velopment.

Substantively, individual water supply systems have
been encouraged to take action in three key areas: pre-
vention, detection, and response. Heightened security
at all access points is the first step in prevention. Utili-
ties have increased basic prevention measures such as
checking identification, locking gates and doors, and
verifying alarm systems are in place and in working
order. These relatively low-cost measures can do much
to deter physical attacks. Current efforts also encour-
age water utilities to update or complete vulnerability
assessments to identify preventative measures needed
for a particular system. Many local water supply sys-
tems have emergency response plans in place, but
these plans tend to focus on natural disasters. An unre-
solved issue is the proper balance between the pub-
lic’s right to know and the need to limit disclosure to
enhance security.

Beginning in November 2001, EPA, with the assis-
tance of AWWA and Sandia National Laboratories, began
holding training sessions to help water supply utilities
assess vulnerabilities and develop measures to reduce
the risk of attacks. The initial training sessions have fo-
cused on the 340 largest water systems that serve popu-
lations of 100,000 or more people. The AWWA Research
Foundation and Sandia National Laboratories are also
leading research efforts to develop a program and tech-
nical tools to assess water infrastructure vulnerabilities
for use by all utilities.

Although the costs of initial security measures and
vulnerability assessments may be minimal, many water
systems will need to spend significant amounts to im-
plement long-term security measures. For example, the
City of Seattle provides water to 1.3 million people and
has nine uncovered, in-city reservoirs each storing 7
million to 68 million gallons of treated drinking water.
Under federal regulation, new reservoirs are required to
be covered. Pursuant to a negotiated regulatory order,
however, Seattle is not required to cover its nine uncov-
ered reservoirs until 2020. In the aftermath of Septem-
ber 11, the Seattle City Council is considering
accelerating the reservoir-covering program as part of a
comprehensive security enhancement program. The
cost of covering one reservoir ranges from $2 million
to $12 million.

The Seattle example also illustrates the likely com-
petition between making improvements to aging water
supply infrastructure versus spending limited funds on
security. Seattle constructed the uncovered reservoirs
between 1901 and 1958. Typical of large water supply
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utilities, Seattle built major parts of its current system
decades ago when concerns about terrorist attacks
were not present. An increasing number of these facili-
ties need replacement. The nation’s water systems face
an estimated funding gap of $11 million per year mere-
ly to replace aging pipes and meet the current require-
ments of the Safe Drinking Water Act. Although the
level of additional funding required to address security
requirements for capital improvements is just begin-
ning to be studied, it is sure to be large. As the national
economy continues to struggle, there is unlikely to be
adequate funding to address both immediate security
needs and long-term infrastructure needs.

ecommended or required security measures
Rraise a significant risk of creating an unfunded

federal mandate for water supply systems. Even
the initial rush to require vulnerability assessments and
update emergency response plans may be underfund-
ed. The Association of Metropolitan Water Agencies has
estimated that $94 million will be needed to conduct
physical vulnerability assessments for the roughly 740
large water systems that serve more than 50,000 peo-
ple and that $55 million is needed to update and im-
prove emergency plans for these large systems. This
does not even include the costs of conducting vulnera-
bility assessments and updating the response plans of
smaller systems.

As part of a recent $40 billion supplemental appro-
priation for disaster assistance and antiterrorism initia-
tives, President Bush initially proposed to allocate $34
million to EPA to fund drinking water vulnerability as-
sessments, about one-third of the amount needed. The
President’s budget did not include any funds for emer-
gency response plans. In November, the House Appro-
priations Committee recommended the appropriation
of $110 million for vulnerability assessments. H.R. 3338,
107th Cong. (2001). In December, Congress approved a
version of the bill that would provide approximately
$90 million for EPA to spend on various counterterror-
ism initiatives, including water system vulnerability as-
sessments.

Congress also is working on a range of proposed
legislative measures to address potential biological at-
tacks and the costs to fully assess and implement water
supply security measures. These proposals are evolving
as they move through the legislative process, and new
bills are in preparation, but the following leading pro-
posals as of December 2001 highlight the extent of
congressional interest.

The Senate approved a bill in December focusing on
the immediate concerns for basic security measures at
drinking water and wastewater facilities. S. 1608, 107th
Cong. (2001). The program would authorize EPA to pro-
vide $50 million for short-term projects such as security
staffing; intrusion alert systems; fencing, lighting, and in-
creased visibility around facilities; closed-circuit televi-
sion monitoring; and training programs. Although $50
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million is a relatively small amount for a federal grants
program, this would only fund the lowest-cost measures.

Congress is also starting to address water security
research. The House of Representatives and the Senate
Environment and Public Works Committee approved
the Water Infrastructure Security and Research Devel-
opment Act. HR. 3178, 107th Cong. (2001); S. 1593,
107th Cong. (2001). This bill would authorize EPA to
provide $12 million annually to support water security
research by the AWWA Research Foundation, universi-
ties, and national laboratories. This amount may be in-
adequate because significant research is needed to
prevent, detect or respond to physical or cyber threats
including biological, chemical, and radiological contami-
nation. Projects developing programs or tools to dis-
seminate information and research results also would
be eligible to compete for this limited funding. Al-
though such legislation would enable antiterrorism re-
search to become a higher priority for EPA, the level of
funding should be increased.

Indeed, three current bills propose higher levels of
funding. First, the Bioterrorism Protection Act of 2001
proposes a $7 billion package including $246 million in
2002 for water and wastewater systems. H.R. 3255,
107th Cong. (2001). The bill would authorize EPA to
provide $66 million for vulnerability assessments, $55
million for emergency response planning, $60 million
for basic security enhancements, $80 million for cyber
security, and $3 million for research. Again, the amount
for research appears to be inadequate.

A key problem with this bill and other proposals
involving EPA assistance to water systems involves ef-
fective distribution of funds. EPA historically has used
the State Revolving Fund under the Safe Drinking Water
Act to distribute federal funds to water supply utilities.
However, the necessary paperwork can be complicated
and particularly frustrating to smaller systems with lim-
ited staff resources. In addition, several states restrict
the distribution of such funds to certain types of utili-
ties. Assuming EPA continues as the funding agencyj, its
effective, fair, and timely distribution of grant funds
seems unlikely. Absent some other funding method, EPA
should implement a streamlined process to distribute
monies quickly and fairly.

In contrast, a different bill, the proposed Homeland
Security Block Grant Act, would provide $3 billion di-
rectly to cities, counties, and states. S. 1737, 107th
Cong. (2001). Activities eligible for assistance include
physical and cyber security for water systems, security
planning, and communication and notification systems.
By using the block grant approach, this proposal would
provide a more direct and timely funding mechanism
and give more flexibility to local communities.

A major bill that has passed the House would be
problematic for water supply utilities because it could
create an unfunded mandate. The Public Health Securi-
ty and Bioterrorism Response Act of 2001 proposes
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$120 million for water supply system vulnerability as-
sessments and emergency response planning. H.R.
3448, 107th Cong. (2001). Each of the approximately
8,000 community water systems that serve more than
3,300 persons would be required to assess the vulnera-
bility of its facilities to a terrorist attack or any other
act intended to substantially disrupt the ability to pro-
vide a safe and reliable supply of drinking water. Water
systems are then required to prepare or update emer-
gency response plans to incorporate the results of the
vulnerability assessment. In addition to proposing insuf-
ficient funding for the initial vulnerability assessment
and planning phase, the mandate of H.R. 3448 would
likely cause systems to incur significant additional ex-
penses on an ongoing basis. The counterpart bioterror-
ism bill passed by the Senate does not authorize funds
for water system assessments or planning. S. 1765,
107th Cong. (2001).

Congress should fully fund the initial security re-
sponse without creating any new mandates and then
proceed to address the long-term capital needs of our
nation’s water infrastructure. Specifically, Congress
should immediately provide funds for basic physical
and cyber security steps, vulnerability assessments,
emergency response planning, communication net-
works, and research. To speed distribution of money to
water systems, Congress should use a direct grant pro-
gram to cities and states instead of an indirect program
like the State Revolving Fund. After the results of vul-
nerability assessments and research efforts become
known, Congress can revisit water supply security
threats and determine whether a second phase of fed-
eral assistance or involvement is warranted.

Unresolved Legal and Policy Issues

Balancing the objectives of freedom of information
and the public’s right to know with the need for nation-
al security is one of the most important challenges to
address in the post-September 11 era. This challenge is
directly applicable to water supply systems. On October
12,2001, for example, the U.S. Government Printing Of-
fice issued an order directing all 335 federal depository
libraries to destroy copies of a CD-ROM containing an
electronic database issued by the U.S. Geological Survey
in 1999. The action has caused an ongoing debate about
the extent to which publicly available information will
be restricted on national security grounds. The database,
“Source-Area Characteristics of Large Public Surface-
Water Supplies in the Coterminous United States,” con-
tains no analysis of system vulnerabilities. The federal
government removed the database, however, apparently
because it provided locations of critical water supply in-
frastructure. Interestingly, the database merely compiled
previously published information but its electronic,
comprehensive format apparently was considered to be
too attractive to would-be terrorists.
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Similar efforts to remove sensitive information
from government websites and public libraries are on-
going. The destruction of sensitive information already
made available to the public is a questionable tactic
not only because the information has already been re-
leased but because legitimate users may be deprived
access to useful information. Instead of destroying in-
formation, it would be better to restrict access to infor-
mation that creates a genuine security risk if disclosed,
such as emergency response plans. Fortunately, the
technology for encryption and password protection is
sufficiently advanced to protect sensitive information
and should be employed. At the same time, what does
and does not constitute a security threat must be de-
termined, keeping in mind both the tendency of crimi-
nals to shift their targets in response to security
measures and the need to allow for freedom of infor-
mation to the extent possible.

A second issue concerns the liability of water utili-
ties. Our review of the initial institutional responses to
terrorist threats suggests that there has been little con-
sideration of this issue. Because of limited experience,
the extent to which utilities could be held liable for ter-
rorist attacks is largely unknown. Following the 1993
bombing of the World Trade Center, hundreds of law-
suits were filed against the New York Port Authority
claiming personal injury, wrongful death, property dam-
age, and damages for business interruption. While many
of the liabilities were based on claims of negligence,
claims were also made based on premises liability and
contract. Lawsuits inevitably will arise in the aftermath
of September 11 to the extent that victim compensation
relief is insufficient. Similar lawsuits can be expected
when water supplies or infrastructure are sabotaged. For
many water utilities, a large award could undermine
their financial ability to continue providing needed serv-
ices. Even a claim could affect a utility’s bond rating.
While it is beyond the scope of this article to present a
thorough legal analysis of potential liability, the key fea-
tures of the problem are highlighted below.

Generally, utilities would be sued under negligence
theories. From a policy perspective, it could be argued
that making water utilities liable for damages caused by
terrorist attacks may encourage utilities to take neces-
sary steps to prevent such attacks. On the other hand,
many water utilities simply do not have the resources
to act as insurers for its customers or to address all con-
ceivable threats. Ironically, legal actions may arise from
attempts to make public water supplies more secure.
For example, EPA’s recently issued guidelines detail the
security measures water utilities are advised to imple-
ment immediately. If a particular utility fails to imple-
ment some or all of these measures or does so in a
negligent manner, then the utility arguably should be li-
able for consequential damages. In the numerous juris-
dictions where comparative negligence applies, a utility
theoretically could be held liable for some portion of
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the damages upon a showing of minimal negligence.
There appears to be little case law directly on point
but a number of courts have held that a water distribu-
tor is not an insurer with respect to the condition of
its infrastructure and is therefore not liable for damages
except on a showing of negligence.

Many, but clearly not all, water providers may be
protected from some liability claims under the doc-
trine of sovereign immunity. For those private utilities
with no such protection, increased insurance protec-
tion may be advisable. Post-September 11, the availabil-
ity of insurance against acts of terrorism may in turn
be more problematic. Even where the doctrine of sov-
ereign immunity applies, there is generally no protec-
tion for negligent operations or maintenance of
facilities. Moreover, ordinances or service contract dis-
claimers of liability have not barred recovery in many
cases. In any event, a coordinated federal response
would not appear to be possible due to the consider-
able variations across the states in both tort claims act
provisions and applicable case law. Striking the proper
balance between insulating water utilities from liabili-
ty and protecting water consumers from terrorist at-
tacks therefore may best be resolved at the state or
local level.

Securing drinking water and supply systems against
possible terrorism will not be easy, inexpensive, or with-
out controversy. However, the immediate response is
promising. Building on an existing organizational
scheme of federal agencies and water industry associa-
tions, the initial tasks are to identify and assess risks, plan
how to prevent and respond to attacks, and develop or
improve communication networks. Congress should
quickly and directly provide funds to water systems to
carry out the initial response steps without attaching
any new mandates, and consider later whether an in-
creased federal role in local water supply would help.

Keeping the longer-term mission on course will re-
quire sustained effort and hard choices. Congress and
state legislatures will be asked to narrow freedom of
information laws in many areas and clarify legal respon-
sibility for injury caused by terrorist actions, including
water supply and other key infrastructure sectors. Gov-
ernment agencies, water industry organizations, and
local water systems will increasingly need to work to-
gether to develop and share information and balance
increased protection with continued local control. It is
the local water suppliers that are ultimately responsi-
ble for providing safe and reliable drinking water, but
they oversee a declining infrastructure base. Federal
funding is needed to address the growing backlog of
capital requirements in addition to implementing secu-
rity measures. Modern water supply systems are funda-
mental to public, environmental, and economic health.
Our national response to September 11 should include
a commitment to renew neglected cornerstones of our
homeland’s foundation. 2
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