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DRAFT:  Planning for Electronic Data Exchanges Between Courts and Child Welfare Agencies

This draft paper outlines some early steps and basic principles to guide courts and agencies in their efforts to exchange data.

Privacy and Confidentiality Barriers

Studying Privacy Issues

A good time to address the issues of privacy and confidentiality in a court-agency data integration project is at the beginning. By reaching an early understanding of these issues, planners can avoid legal ambiguities that can paralyze progress in data exchanges.

It is important to adopt a problem-solving attitude when analyzing privacy and confidentiality issues.  There are numerous potential complications in privacy and confidentiality laws that can provide rich legal debate.  But the goal should be to identify clear conditions under which the exchange is legally permitted and to avoid legal pitfalls.

To avoid legal pitfalls two early steps are important.  First, commission a good lawyer to study the problem. Ask the lawyer to work closely with a lead planner who is responsible for the data exchange.  The lawyer, with the help of the planner, should prepare a memo concerning the key issues and options for creating a legally permissible data exchange.  This memo should take into account federal and state laws and regulations.

Second, form an expert working group to address legal and ethical issues regarding data exchange. Because the group should be committed to making data integration successful, try to choose participants who support both data integration and privacy rights. The goals of the group should be:

(a) Clarify laws and privacy principles governing data exchange; 

(b) Identify methods for data exchange that do not violate current laws or privacy principles. 

(c) If necessary, propose changes in laws or regulations that can improve data exchange without unduly compromising privacy.

Beginning its work with a memo outlining key privacy and confidentiality issues, the working group should clarify the key legal principles and relevant laws.  It should develop strategies to accomplish data integration while accommodating legal and ethical concerns.  As the state or local project becomes more definite and specific in its plans, the group should help resolve privacy and confidentiality issues as they develop.

One key distinction to keep in mind when analyzing privacy issues regarding data exchange is whether information is to flow from the agency to the court or vica versa.  As explained below, under federal law at least, information sharing by the court is less problematic.

Some Principles Governing Data Transmission from the Court to the Child Protection Agency

Summary:

1. Generally, it is all right to transmit data from the court to the child protection agency.

2. There are some specific federal exceptions, such as transmission of data like drug and alcohol treatment records and federally maintained criminal records.

3. In most states, there are some specific exceptions set forth in state statutes, such as regarding adoption records.

4. Data dumps from the court to the agency generally will be legally permitted, except for specific types of records that must be filtered out.

As a matter of policy, transfers of information from the juvenile court to the child protection agency should be legal. Because the child protection agency itself is bound by strict confidentiality requirements, there should be no harm in the court transmitting data to the agency. Therefore, the law should allow electronic information sharing from the court to the agency, including case-specific data with identifying information as well as large scale transmission of data about many children (“data dumps”)

.  

Nevertheless, there are some limiting barriers in federal law.  For example, federal law imposes severe restrictions on the sharing of information concerning the diagnosis and treatment of alcohol and drug abuse.
  It follows that federal law may block data dumps that do not filter out such information.  

One strategy to deal with records of substance abuse diagnosis and treatment in data dumps is to filter out the information -- except in cases where there is a court order authorizing the court to provide this information to the agency.  If a court routinely enters such orders in child protection cases involving substance abuse, this should be a practical solution.

Note that federal law also limits redisclosure of substance abuse treatment records in individual cases.  For example, if a criminal court discloses the information to a juvenile judge, the judge must comply with federal requirements to redisclose to the agency.  That is, to share this information, the judge must comply with specific criteria and procedures set forth in the federal regulations require.

Aside from some specific types of records, the legality of transmitting information from the juvenile court to the child protection agency mostly depends on state law.  Many states have laws making juvenile court records confidential.  The question is whether these laws bar providing information to the child protection agency.  This is strictly a state specific question.

Another example is state laws requiring the confidentiality of judicial adoption records.  Many state laws specify that judicial adoption records must remain sealed and confidential.  Such laws may or may not, however, block the court from providing adoption records to the agency.  In cases where the child protection agency is custodian of the child, it presumably is entitled to such records. Courts must let the agency know when a child in its custody is adopted because the adoption terminates the agency’s custody.  

In addition, state law may require courts to routinely give child protection agencies adoption information in other situations.  For example, state law might make the child protection agency responsible for evaluating prospective adoptive homes in cases where the agency does not have custody.  Whether or not the child protection agency is legally responsible for the child, state law should allow the court to send information about the status of the adoption proceeding.  

To sum up, where the child protection is involved, state law should and generally does permit the court to send all judicial adoption data to the child protection agency unscreened (unfiltered) unless there is a specific federal law that bars such information sharing.

Some Principles Governing Data Transmission from the Child Protection Agency to the Court

Summary:

1. The two main concerns in electronic transmission of information from agencies to courts are avoiding ex parte communications and preventing judicial decisions based on information not properly admitted into evidence.

2. While legal doctrine generally trusts judges to receive inadmissible evidence and not to rely on it in decision making, providing judges with unrestricted access to electronic information about families can compromise the judicial process.

3. A good computerized case management system should create a wall between judges and information that has not been properly submitted or introduced into evidence.

A key concern regarding the transmission of sensitive case information from the agency to the court is to avoid unethical ex parte communications.  Information is communicated ex parte when it goes to the court but not to other parties.  Such communication is unfair and improper because it prevents the other parties from challenging and rebutting the information.

Ex parte electronic communications may be unethical under either of the following sets of circumstances: 

(a) The agency electronically transmits information to a judge about a specific child or her family members.  The agency does not, at the same time, transmit the information to other parties or their attorneys.  Note:  Ex parte communications are permitted only in emergencies where the judge needs the information immediately in order to prevent injury to persons or property.

(b) The agency does a data dump to the court and the data dump includes individualized information about children and other family members.  This creates a problem when either the agency information system or the court’s information system allows judges to view the information without the information first being made available to the parties or introduced as evidence.

A related concern is that a court might improperly treat data as evidence if the agency electronically transmits data but does not introduce the data into evidence.  For example, a judge could base a decision on electronically transmitted information that violates the opinion rule, the rule against hearsay, or the original document rule.  This could occur, for example, when the agency sends electronic information to the court that pertains to a specific case and is neither a notice, motion, draft order, or pleading.

Generally speaking, then, may the agency electronically submit a report to the court?  The answer is yes, if (a) the report does not come in ex parte, and (b) the court does not illegally treat the content of the report as evidence at a subsequent hearing.  

For example, consider the following situation:  

In State X, the law allows the judge to consider hearsay information, including information contained in pre-disposition reports, in its disposition decision.  The law does not allow the judge to take into account the contents of the report in deciding whether to find that the child has been abused or neglected (adjudication). (This is the law in most states.)  In State X, courts usually set uncontested adjudication and disposition hearings to take place during the same hour.  

In State X, may the courts accept electronic predisposition reports?

The answer should be yes in State X, if (a) the report is submitted to the parties at or before the time it is submitted to the judge (to avoid ex parte communications), (b) the parties have a reasonable opportunity to rebut the information in the report (for the sake of due process), and (c) the judge does not consider the information in deciding whether to find that the child has been abused or neglected.

Suppose that a child protection agency electronically transmits sensitive case specific information to the court in a large data dump. Is this legal?  It should be legal if judges do not have access to the information and do not use it to get background information concerning cases that are before them.  The key point here is that the information is sensitive, as opposed to the kinds of information about which the court might take judicial notice.  It should be possible, for example, for the judge to retrieve information about the child’s age or sex or the prior legal history of the case.

Besides being selective in the kinds of data that are transmitted to the court, another way to limit data dumps from the agency to the court is for the court to use the data only for performance measurement.  In other words, if individualized data is not available to judges, there will be no danger of illegal ex parte communication or of improper consideration of facts not entered into evidence.

One approach to doing data dumps is to strip out identifying information.  But this does not court staff to use quality control to check up on and assure the accuracy of the information.  A better approach is to make sure that judges do not improperly gain access to information coming to the court.

Next Steps in Planning and Implementation.

At the same time the legal and ethical analysis is taking place, a data integration project should begin to map out what it intends to accomplish. This might include, among other things, the following:

· Setting goals for data integration.

· Identifying specific steps to achieve each goal.

· Assigning responsibilities for each goal and step, including who will lead the effort and who will assist;

· Establishing and monitoring deadlines to achieve each goal and specific step.

It is especially important to consider, from the very beginning, what will be the basic functions of the electronic data exchange.  Some of the key functions are judicial-agency data exchange for calendar management, electronic notification of parties and witnesses, electronic case tracking, electronic document management, electronic exchange for management of individual cases, aggregating data for judicial management, and aggregating data for performance measurement.  One of the first tasks of a data exchange project should be to identify which of these functions the system is supposed to perform, including which should operate first and which should be deferred to a later time.

The remainder of this paper will explain each of these functions, break them down into detail, and specify tasks for persons other than system designers to help the system to perform these functions.  

Judicial-Agency Data Exchange for Calendar Management
Electronic exchange of information can aid calendar management by helping to avoid scheduling conflicts.  Similarly, it can ensure that caseworkers will know when their hearings are to take place.

Generating court calendars means providing information concerning the times of hearings and the rooms in which hearings will take place.  The data system should be able to distribute this information electronically to the agency.

Of special interest to agencies is that the court can provide this information in a manner that is useful to them.  In other words, besides providing calendar information by courtroom or judge, an automated system might provide calendar information specifically for the attorneys, private child welfare agencies, branch offices of the public agencies, specific casework supervisors, and even for specific caseworkers.  In other words, computers might provide specific calendars specially tailored for different persons and entities outside the court.

Before assigning these goals to computer programmers, judicial and agency staff must decide more precisely what they want the computers to provide.  For example, they need to tentatively decide:

· Who should receive special calendars and how often.

· The basic format of calendars for different categories of persons, offices, and locations.

Scheduling, as opposed to generating court calendars, means actually computing the times and places of judicial hearings.  This typically must take into account a number of factors, such as court time available, the category of hearing (to help determine its length), legal or administrative deadlines for hearings, and the preferences and availability of attorneys or law offices.

Integration of scheduling should go a step further.  It should take into account the convenience and availability of agency workers and offices.  There are a number of ways in which this might be done.  For example, the court might attempt to cluster hearings affecting a particular supervisor or caseworker.  It might do this by trying to set aside particular days or hours of the day for supervisors or workers.

Taking into account the convenience and needs of the agency as well as of other parties and attorneys may require not only a refined method of calculating and setting hearing times, but also consistent and reliable information transmitted from the agency to the court.

Again, much needs to be done by agency and judicial staff before assigning to computer programmers the task of developing scheduling software.  For example, agency and judicial staff need to carefully consider in advance:

· What the rules and priorities should be for scheduling, including which factors take precedence.

· When overrides (for exceptional circumstances) should be possible.

· What “internal” factors the court should take into account in scheduling – such as availability of judges and court staff at specified times, availability of courtrooms, legal deadlines for specific hearings and findings, and the availability of attorneys and other advocates.

· How the court should accommodate the convenience of caseworkers or other key agency staff.

Notification of Parties and Witnesses

Basically, notification means (a) electronically transmitting information to parties, participants, and other agencies and (b) keeping track of information on specific cases.

With regard to electronic transmission of information, here are some tasks an automated system should be able to perform:

· Automatically note whether parties or participants have e-mail addresses and will accept e-mail from the court.

· Provide for a combination of mailed and electronic transmission, allowing for the possibility that not all parties and participants can receive electronic transmissions.

· Automatically electronically inform parties and participants regarding documents filed in the court.

· Automatically notify parties, foster parents, and other participants of scheduled hearings.

· Automatically electronically distribute specified documents.

· Automatically transmit information to outside entities when appropriate.  For example, the system might inform law enforcement agencies of certain orders such as stay away or restraining orders.

To make these kinds of operations possible, court and agency staff must work out a number of issues before assigning the work to computer programmers.  For example, the agency and judicial staff should:

· Prepare a comprehensive list of the types of information to electronically transmit, when to transmit the information, and to whom to transmit the information.

· Resolve legal issues concerning electronic transmission of information, such as legality of notice by e-mail or fax.

· Resolve issues of confidentiality and electronic information sharing (see above).

Electronic Case Tracking

Closely related to notification is case tracking.  This means enabling persons to find out case history and other information about specific cases and persons.  For data integration this means getting this information from external entities, such as enabling court personnel to get such information from an agency or an agency to get such information from a court.  Here are some typical examples of important tracking information:

· Current legal status of case, e.g., temporary custody to agency, initial review hearing completed.

· Which legal events have occurred in a case, such as filings, orders, and notices.

· What related cases may exist – for example, using common identifiers of parties or related case numbers.

· Information related to a specific person or party, such as orders addressed to a specific person or party.

· Information concerning compliance with court orders directed to the parties, such as cooperating with services, providing services, getting drug tests, providing drug tests, etc.  (Of course, this would require frequent and reliable data concerning compliance.)

To make this kind of information available, court and agency staff should consider what kinds of case information should be made available to whom. For example, the agency and judicial staff should, before assigning the matter to programmers:

· Prepare a list of types of tracking needed.  This might, for example, include tracking concerning individuals, organizations, agencies, attorneys and other advocates, and related cases.

· Prepare a list of types of information to be including in the case tracking.

· Determine what data within the list of types of information exist in which current databases.

· Determine what new data must be added to which databases.

Electronic Document Management

Electronic document management means the court’s capacity to accept electronic filing and communications in individual cases or groups of related cases.  This involves communication through standardized electronic reports, forms, and court orders.

Like other aspects of data integration, electronic data management may not be developed when a court’s automated case management system is first put into place. But courts should build in the flexibility and capacity to later accept electronic filing. The following are examples of some possible functions of electronic filing:

· Provide electronic forms and templates for documents to be electronically filed.

· Input certain documents (or at least portions of them) into the case management database electronically.  A lesser goal would be for the court to be able to receive them, print them, and insert them into the court file.

· Authorize specified categories of persons who can file which documents, e.g., lawyers, intake officers, or child welfare agency employees.  

· Provide an electronic record when the documents have been served on other parties. 

· Allow for the possibility that where other parties aren’t able to accept electronic transmission of information and mailing is necessary, different people may receive documents at different times.  (Filing deadlines will have to continue to be early enough so that those who must be notified by mail will have enough time to prepare for the next court proceeding after receipt of the document.)

· Provide security to block unauthorized changes in electronically filed documents such as pleadings.

· Provide built-in help for users (such as tutorials and prompts) regarding the e-filing system.

· “Burn in” (lock) certain filed documents while, upon request, simultaneously preserving them as a working copy for judges to cut and paste into orders or findings.

The following are some things judicial and agency staff should do before instructing programmers to develop automated interagency document management:

· Decide whether to get e-mail capability and/or capacity to download data from an Intranet website.

· Resolve legal issues concerning electronic filing, such as security, electronic signing, verification, and imaging of pleadings.

· Prepare draft forms for electronic filing.

· Identify places in the forms from which data will be downloaded, if applicable.

· Work with the agency, bench, and bar to revise and correct the forms.

· Get formal court and agency approval of the forms.  Generally, agency approval is more critical concerning formats for court reports as opposed to formats for pleadings or motions.

Electronic Exchange of Case Information


Electronic exchange of case information is different from notification in that it refers to information about parties and participants as opposed to about specific court or agency events. 

Electronic exchange of case information includes both electronic data dumps (“pushing” information) and allowing parties or judges to draw information (“pulling” information) from databases of external entities or from a central data repository.  An example of allowing the pulling of information is to post the information onto a website and allow an external person or entity to draw information from the website.

Drawing data from an external entity or a central repository is simpler if the information is not then integrated into the database of the court or agency receiving the data.  But if the information will be incorporated into the database, there are some possible tasks associated with drawing information from other sources:

· Creating new combined databases with this information, without altering the existing judicial case management database.

· Developing quality assurance, i.e., to notice discrepancies and track down sources of error.

· Incorporating external data for the purpose of performance measurement.  For example, courts may want agency data regarding the numbers of placements for cases before the court.  Agencies may want the dates of adoption or termination of parental rights.

· Screening out specified types of information included in the data dump.  For example, the system should be able to deny judges access to information that would be illegal ex parte communications to the judge that have not also been sent out to the parties.

Before instructing programmers to allow the court or agency to receive information and incorporate it into their own databases, here are some basic steps for agency and court staff:

· Decide what types of data the court and agency need from the other.

· Find out which of these data currently exist in the court’s and the agency’s own databases and in what form.

· Resolve and clarify issues of confidentiality and information sharing.

· Get permission from the external entity to receive and integrate its data.

· Find out what problems exist concerning the accuracy of information from the external database.

· Develop a practical strategy to ensure quality assurance regarding the incoming data.

Sending data (data dumps) to external entities that will integrate the data into databases also involves a number of challenging tasks, such as the following:

· Design appropriate data dumps specifically for each external entity.

· Exclude confidential data from dump, where state or federal law requires.

Before asking the programmers to perform these tasks, agency and court staff should, among other things:

· Find out what types of data the external entities want and determine whether providing that data is appropriate.

· Find out what data the court has and in what form.

· Resolve and clarify issues of confidentiality and information sharing.

Aggregating Electronic Data for Judicial Management 

Aggregating data for judicial management means assembling data to examine system performance and outcomes for children.  Management reports conveniently retrieve and produce information to assist managers and other selected categories of external users.  For example, management reports might:

· Identify groups of cases with special issues that affect more than one entity – lack of notice, non-timeliness, and recurrence of abuse or neglect.

· Report recurrent problems involving incorrect or missing data (commonly referred to as "exception reports").

· Associate information other participants or entities.  For example a management report might provide information associate information between the court and a specific caseworker such as the number of cases and names of specific cases.  It might associate such information with a specific private agency.

The main thing for agency and judicial employees to do, before asking programmers to develop programs for management reporting from combined data is to identify key types of management reports that will be helpful.  They should consider a wide range of possible management reports on such issues as:

· Personnel availability and deployment as they affect external entities. 

· Cases out of conformity with computerized case management system requirements for data exchange (e.g., improper entries in the computer system).

· Cases behind on deadlines for mandatory notices, hearings, and other actions.

Aggregation of Electronic Data for Performance Measurement

Performance measurement means collecting and disseminating statistics related to the quality and timeliness of agency and court activities and decisions.  Federal statutes and regulations specify a number of performance measurement requirements for child welfare agencies.

As for the courts, the following are some of the key areas of performance measurement that rely on external information:

· Permanency:  

· Timeliness of certain non-judicial events, such as the date a child returns home.

· Disruption of case resolution, such as adoption or relative custody.

· Safety: 

· Recurrence (recidivism) of maltreatment during or after court involvement.  (If courts, in evaluating safety, want to take into account subsequent petitions filed in other courts where the parties have move or if they want to include subsequent substantiated reports that do not result in additional court filings, they will need external information.)

· Fairness:  

· Compliance with court orders.

· Compliance with notice and other legal requirements.

· External information to help courts link their performance with other relevant factors.  Examples of other factors are the category of maltreatment (e.g., medical neglect), ethnicity, age, sex, name of child welfare agency, branch of child welfare agency, name of child welfare agency supervisor, name of judge, name of judicial district.

The following are some key steps prior to instructing programmers on integrating information for performance measurement:

· Decide what kinds of performance the agency or court wishes to measure.

· Define data elements that are needed for performance measurement.

· Decide what reports the system should routinely generate.

· Identify what data is needed from the other entity or entities.

· Determine whether legal issues block access to such data.

· Determine the willingness and ability of the other entity or entities to provide that information
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� For further information about the relevant federal laws, see Hardin, Privacy and Information Sharing in Child Abuse and Neglect Cases, � HYPERLINK http://www.abanet.org/child/lrclji ��http://www.abanet.org/child/lrclji� (ABA 2001).





� In this paper, the term “child protection agency” refers to the public agency – and all of its subdivisions – charged by law to protect abused and neglected children from abuse and neglect by persons responsible for their care.  The term “child protection agency” includes those portions of the government responsible for child abuse reporting and investigation, foster care placement and oversight, family preservation and reunification, adoption of children in foster care, and permanency planning.  While courts are generally comfortable with the term “child protection agency,” agencies more often use the term “child welfare agency.”  The term child protection agency, as used in this paper, should not be confused with the term child protective services, which means the part of the child protection agency that handles child abuse reporting and investigation. 





� 42 U.S.C. §290dd-2, 42 C.F.R. Part 2.
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